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CRIMES AGAINST CHILDREN: THE NATURE 
AND THREAT OF SEXUAL PREDATORS ON 
THE INTERNET 

FRTOAY, NOVEMBER 7, 1997 

HOUSE OF REPRESENTATIVES, 
SUBCOMMITTEE ON CRIME, 
COMMITTEE ON THE JUDICIARY, 

Washington, DC. 
The subcommittee met, pursuant to notice, at 10:06 a.m., in room 

2237, Raybum House Office Building, Hon. Bill McCollum (chair- 
man of the subcommittee) presiding. 

Present: Representatives Bill McCollvun, Steve Buyer, Steve 
Chabot, and Asa Hutchinson. 

Also present: Paul J. McNulty, chief coimsel; Aerin Bryant, pro- 
fessional staff member, and Kara Norris, stafT assistant. 

OPENING STATEMENT OF CHAIRMAN MCCOLLUM 
Mr. MCCOLLUM. [presiding] This hearing of the Subcommittee on 

Crime will come to order. This morning we will examine the nature 
and threat of pedophiles on the Internet and other related dangers 
posed to children on the Internet. 

Recently, highly pubhcized news accounts in which pedophiles 
have used the Internet to seduce or persuade children to meet 
them to engage in sexual activity, have sparked vigorous debate 
about the wonders and perils of the information superhighway. One 
report indicates that almost half of all children ages 12 to 17 use 
the Internet. Another study claims that 10 milhon children have 
access to the Internet. That number is expected to more than dou- 
ble in the next 5 years. 

With the advent of ever-growing computer technology, law en- 
forcement officials are discovering that criminals roam the Internet 
just as they roam the streets. While parents strive to warn their 
children about the dangers outside the home, they may be failing 
to warn their children about the dangers within on the World Wide 
Web. Cyber-predators often cruise the Internet in search of lonely, 
rebellious, and trusting young people. The anonymous nature of the 
online relationship allows users to misrepresent their age, gender, 
and interests to reach into the home amd befriend a child. 

Today, we will hear from witnesses who will demonstrate the 
ease in which children can be exploited through online chat rooms 
and bulletin boards designed for and frequented by children. These 
online fonmis allow computer users to exchange typed messages 
about a particular subject and to engage in conversations with like- 
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minded souls, often perfect strangers. In this environment, a mid- 
dle-aged man could actually be masquerading as a 12-year-old girl. 
Clever pedophiles manage to befriend and gain the trust of young- 
sters who may eventually agree to a face-to-face meeting. In recent 
cases, youths who have agreed to such meetings have been photo- 
graphed for child pornography, raped, beaten, robbed, and worse. 
The use of the Internet by pedophiles to seduce and lure children 
for such illicit purposes is a norrifying trend. The stories which are 
appearing more and more frequently in the papers are astoimding. 

While there are currently no estimates as to the number of chil- 
dren victimized in cyberspace, the rate at which Federal, State, 
and local law enforcement are confronted with these types of cases 
is growing at a rapid pace. As we usher in the computer age, law 
enforcement will be confronted with even newer chidlenges. There 
are virtually dozens of issues pertaining to crimes against children, 
and the Subcommittee intends to examine many of them over the 
coming months. The purpose of this hearing is to gain an imder- 
standing of the nature and extent of the problem. Other issues 
such as child pornography and child exploitation, Federal efforts to 
find missing children, the adequacy of Federal laws pertaining to 
sexual assault against children, and solutions to these problems 
will be the subjects of further consideration. I expect one or more 
hearings related to these important topics after the first of the 
year. I also expect that we will identify several gaps or short- 
comings in Federal law and will need to consider some legislation 
next year on this issue. 

Some of the testimony we will hear today will identify specific 
changes. Children must be protected from becoming victims of sex- 
ual predators. I intend to make it a priority of the Crime Sub- 
committee to ensure that we are doing all we can to protect our so- 
ciety's most vulnerable members from exploitation and abuse in the 
computer age. Today's witnesses should provide a full discussion of 
these issues, and I look forward to hearing their testimony. 

I want to recognize Mr. Hutchinson if he wishes to make an 
opening comment. 

Mr. HUTCHINSON. I just want to thank the chairman for showing 
a great deal of leadership on this issue. The law must keep up with 
technological advances. We start with the hearing process. This is 
very important what the witnesses have to say today, and I look 
forward to working with the Chair and with this committee on any 
future legislation that might be necessary. 

Mr. McCoLLUM. Thank you very much, Mr. Hutchinson. Our 
panel today is a distinguished panel, indeed. I will introduce each 
one of the witnesses, and then well proceed to take their testi- 
mony. 

The Subcommittee's first witness today is Steven Wiley. Cur- 
rently, Mr. Wiley serves as the Chief of the Violent Crimes and 
Mtgor Offenders Section of the Federal Bxu"eau of Investigation. 
Prior to his employment with the FBI, Mr. Wiley served in the 
United States Marine Corp from April, 1967 to May, 1973, attain- 
ing the rank of Staff Sergeant. He entered on duty with the FBI 
as a Special Agent in 1976, £md upon completion of training was 
assigned to the Alexandria, Virginia Division. Mr. Wiley has served 
in tiie FBI in various capacities throughout the years, including as 
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a supervisor in Counterterrorism Planning with the Counterterror- 
ism Section of the Criminal Investigation Division and as a Chief 
of the Violent Crimes Fugitive Unit at the FBI Headquarters. From 
August, 1995 until assuming his current position, he was an As- 
sistant Special Agent-in-Charge of the Atlanta Division. The FBI 
has ^reed to provide a simulated online demonstration of a chat 
room discussion taken from a previous Federal case. Joining us 
from the FBI's Innocent Images Task Force will be Supervisory 
Special Agent Linda Hooper and Special Agent Rick Potocek. They 
will be assisting Mr. Wiley with this demonstration. 

Next, the Subcommittee will hear testimony from Carol EUison. 
Ms. Ellison is a senior editor of Home PC Magazine, a position 
she's held for the past 4 years. She is the founder and director of 
Home PC Kids' Lab where she works with some 60 children, ages 
2 to 16, on software testing and issues related to children's comput- 
ing. She is co-author of two books. Parents, Kids and Computers, 
and The Kid's Computer Book, and her jirticles on children and 
technology have appeared in most major computer magazines and 
many newspapers, including PC Magazine, PC Computing, and the 
Washington Post Education Review. Ms. Ellison is widely regarded 
as an authority on children's computing. Ms. Ellison is presently 
working with the Suffolk County District Attorney's Task Force on 
Child Safety and the Internet which was established following the 
arrest of a Long Island man impUcated in the Manzie case in New 
Jersey. 

Our third witness today is Dr. D. Douglas Rehman. Special 
Agent Rehman has been with the Florida Department of Law En- 
forcement for the past 9 years. Prior to joining FDLE he was with 
the Illinois State Police, the Port Richey, Florida Police Depart- 
ment, and the Clearwater, Florida Police Department. Special 
Agent Rehman has spent the past 12 years in the field of electronic 
surveillance and high-tech investigations including computer 
crimes. In the past 4 years, he has specialized in the investigation 
of child exploitation via the computer. Special Agent Rehman is a 
founding member of the FBI's anti-child exploitation Innocent Im- 
ages Task Force. He also founded the Central Florida Child Exploi- 
tation Task Force, regularly instructs at the FBI Academy, and is 
the president of the 400-member Florida Association of Computer 
Crime Investigators. He's spent more than 1,000 hours online in an 
imdercover capacity as a child victim and as an adult pedophile. 

Our next witness is Ms. Cathy Cleaver. Ms. Cleaver currently 
serves as Director of Legal Policy for the Family Research Council 
where she guides the pro-family organization's approach to cutting 
edge legal issues. Before joining the Family Research Council, she 
was the legal counsel and progreun director for the National Law 
Center for Children and FamiUes, a legal center founded to 
strengthen and defend laws against obscenity, child pornography, 
and sexual exploitation. In this role, Ms. Cleaver advised State and 
Federal lawmakers on the constitutionahty of pornography-related 
legislation and participated in training conferences across the coun- 
try for prosecutors and investigators of obscenity and child pornog- 
raphy. Ms. Cleaver also drafted legal briefs in cases before the Su- 
preme Court and Federal Courts of Appeal with the National Law 
Center. Ms. Cleaver earned her Bachelor's Degree from the Univer- 



sity of South Florida and her Jxiris Doctor from the Georgetown 
University Law Center. She is also a National Institute for Trial 
Advocacy graduate. 

Our final witness appearing before this Subcommittee today is 
Paul Reid. Detective Reid is a 17-year veteran of the Arlington 
County, Virginia Police Department. He's been assigned to the 
criminail investigations division of the police department for 12 
years and the sex crimes unit for the past 7 years where he has 
been an integral part of numerous investigations involving the ex- 
ploitation of children by pedophiles. Detective Reid has received ex- 
tensive training in the field of child abuse, ranging from domestic 
abuse to exploitation on the Internet. He is a two-time recipient of 
the United to Save America Diamond Award for his efforts pertain- 
ing to investigations of pedophiles exploiting children. He has, in 
recent years, been assigned to the FBI Innocent Images Task 
Force. He's also sat on committees for the National Center for 
Missing and Exploited Children in reference to exploitation of chil- 
dren on the Internet. 

For all of the witnesses, without objection, your entire written 
testimony will be submitted into the record. Hearing no objection, 
it's so ordered. We have the potential for considerable interruption 
today with votes. I hope it isn't like yesterday, but I'm afreiid it 
may be because we have a lot of procedural votes. So, I ask you 
to please be concise in what you say. We want to hear everything 
you have to say fully, but if you could summarize and direct us to 
the most important parts of your testimony it would be helpful. 
Well start in the order in which I introduced you. Mr. WUey, ii you 
would proceed; you are recognized first. 

STATEMENT OF STEPHEN R. WILEY, CHIEF OF THE VIOLENT 
CRIMES AND MAJOR OFFENDERS SECTION OF THE FED- 
ERAL BUREAU OF INVESTIGATION 
Mr. WILEY. Thsmk you. Good morning, Mr. Chairman and mem- 

bers of the subcommittee. I appreciate this opportunity to discuss 
the serious problem of crimes against children facilitated by the 
Internet. Our children are our Nation's most valued resource, and 
they are the most vxilnerable members of our society. There's no 
greater outrage in our society than when we hear of a child who 
has been mistreated, sexually abused, or murdered. It is para- 
mount that, as a society, we protect oiu- Nation's children, and keep 
them from becoming victims of crime. 

Advances in computer and telecommunications technology have 
allowed our children to broaden their horizons, thus increasing 
their knowledge and cultural experiences. This technology, how- 
ever, hais also allowed our Nation's children to become vulnerable 
to exploitation and harm by pedophiles emd other sexual predators. 

Commercial online services and the Internet provide the oppor- 
timity for pedophiles and other sexual predators to meet and con- 
verse with children. Our investigative efforts have shown that 
pedophiles often utilize chat rooms to contact children. These chat 
rooms offer users the advantage of instant communication through- 
out the United States and abroad, and they provide the pedoplule 
an anon3rmous means of identifying and recruiting children into 
sexually illicit relationships. Through the use of chat rooms, chil- 



dren can chat for hours with unknown individuals, often without 
the knowledge or approval of their parents. A child does not know 
if he or she is chatting with a 14-year-old or a 40-year-old. The FBI 
has investigated more than 70 C£ises involving pedophiles traveling 
interstate to meet juveniles or undercover agents and officers pos- 
ing as juveniles for the purpose of engaging in an illicit sexual rela- 
tionship. 

The FBI is attacking the proliferation of child pornography on 
the Internet and online services and the problem of pedophiles es- 
tablishing sexual, illicit relationships with minors through the use 
of the Internet through a comprehensive initiative focusing on 
crimes against children. 

One facet of the FBI's Crimes Against Children program is the 
Innocent Images initiative which was initiated based upon informa- 
tion developed during a child abduction investigation. The FBI's 
national initiative on child pornography focuses on those who indi- 
cate a willingness to travel for purposes of engaging in sexual ac- 
tivity with a child; those who produce and or distribute child por- 
nography, and those who post illegal images onto the online serv- 
ices and the Internet. Through this initiative, FBI Agents and task 
force officers go online in an undercover capacity to identify and in- 
vestigate those individuals who are victimizing children through 
the Internet and online service providers. 

The Innocent Images national initiative is coordinated through 
the Baltimore Division of the FBI. This initiative provides for a co- 
ordinated FBI response to a nationwide problem by collating and 
analjrzing information and images obtained from numerous sources 
to avoid duplication of effort by all FBI field offices. The Balti- 
more's Division investigative operation involves commitment and 
dedication of Federal, State, and local law enforcement agencies, 
working together in a task force environment. The FBI believes 
that law enforcement agencies should work together, in a coordi- 
nated effort, to address crimes against children facilitated by the 
Internet. It is this sharing of manpower and resources that will ul- 
timately provide the most effective tool in combating this crime 
problem. 

The FBI has taken the necessEuy steps to ensure that the Inno- 
cent Images national initiative remains viable and productive. The- 
ses efforts include the use of new technology and sophisticated in- 
vestigative techniques and the coordination of this national inves- 
tigative effort with other Federal agencies that have statutory in- 
vestigative authority including the U.S. Customs Service, United 
States Postal Inspection Service, the Department of Justice Child 
Exploitation Obscenity Section, which is part of the Criminal Divi- 
sion, emd the National Center for Missing and Exploited Children 
and numerous commercial and independent online service provid- 
ers. 

The FBI also conducts an outreach program to inform the public 
and local law enforcement agencies about this national initiative. 
In the past 2 years, the FBI has addressed a number of civic, judi- 
cial, prosecutive, and law enforcement organizations concerning 
this initiative and the assistance the FBI can provide in investigat- 
ing crimes against children facilitated by the Internet. 
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The FBI is ciirrently in the process of assigning a supervisory 
Special Agent on a full time basis to the National Center for Miss- 
ing and Exploited Children. The FBI strongly believes that it must 
work closely with the center, a national resource for child protec- 
tion, to locate and recover missing children, and raise public aware- 
ness about ways to prevent child abduction, molestation, and sex- 
ual exploitation. 

As I mentioned earlier, the FBI has investigated more than 70 
cases involving pedophiles traveling interstate to meet minors for 
the purpose of engaging in illicit, sexual relationships. In one case 
investigated by the FBI in Maryland and Florida, in conjunction 
with the Clearwater, Florida Police Department, a subject was ar- 
rested in November, 1995 after traveling from his home in Min- 
neapolis, Minnesota to Tampa, Florida for the purpose of having 
sex with what he thought was a 13-year-old girl whom he had met 
through an online chat room. In reality, the victim in the case was 
an undercover FBI Agent. This subject, who was married and the 
parent of three children, was convicted in Federal court. 

Another example of a traveler case involved a resident of Rock- 
ville, Maryland who plead guilty to two counts of interstate travel 
to engage in sexual activity with a minor. Through investigation, 
this individual was found to have traveled from his Maryland home 
to Springfield, Virginia for the purpose of meeting a 12-year-old fe- 
male in order to have sex. After tiiis subject's arrest, a review of 
his Internet email messages revealed that the subject had been 
posing as a 16-year-old and had communicated with a number of 
other girls, between the ages of 10 and 15, attempting to meet 
them for sex. 

Crimes against children are among the most emotional and de- 
manding cases that investigators and prosecutors must face. The 
FBI will continue to work closely with other law enforcement agen- 
cies, the National Center for Missing and Exploited Children, and 
the Department of Justice to investigate, arrest, and convict those 
individueds who prey upon our Nation's children. 

Mr. Chmrman, this concludes my prepared remarks, amd at this 
time, we have a demonstration available. It's an actual case. The 
information has been redacted to a limited degree, and if I could 
introduce Rick Potocek who is an Agent assigned to our Innocent 
Images Task Force in Baltimore. 

[Trie prepared statement of Mr. Wiley follows:] 

PREPARED STATEMENT OF STEPHEN R. WILEY, CHIEF OF THE VIOLENT CRIMES AND 
MAJOR OFFENDERS SECTION OF THE FEDERAL BUREAU OF INVESTIGATION 

Good morning, Mr. Chairman and Members of the Subcommittee. I appreciate 
this opportunity to discuss the serious problem of crimes against children facilitated 
by the Internet. Our children are our nation's most valued resource and they are 
the most vulnerable members of our society. There is no greater outrage in our soci- 
ety then when we hear of a child who has been mistreated, sexually abused, or mur- 
dered. It is paramount that, as a society, we protect our nation's children and keep 
them from biecoming victims of crime. 

Advances in computer and telecommunications technology have allowed our chil- 
dren to broaden tiieir horizons, thus increasing their knowledge and cultural experi- 
ences. This technology, however, has also allowed our nation's children to become 
vulnerable to exploitation and harm by pedophiles and other sexual predators. 

Commercial on-line services and the Internet provide the opportunity for 
pedophiles and other sexual predators to meet and converse with children. Our in- 
vestigative efforts have shown that pedophiles often utilize "chat rooms" to contact 



children. TheK "chat rooms" offer users the advantage of instant communication 
throughout the United States and abroad, and they provide the pedophile an anony- 
mous means of identifying and recruiting children into sexually illicit relationships. 
Through the use of "chat rooms," children can "chat" for hours with unknown indi- 
viduals, often without the knowledge or approval of their parents. A child does not 
know if he/she is "chatting" with a 14 year old or a 40 year old. The FBI has inves- 
tigated more thtin 70 cases involving pedophiles traveling interstate to meet under- 
cover agents or officers posing as juveniles for the purpose of engaging in an iUicit 
sexual relationship. 

The advancement and availabihty of computer telecommunications also demands 
that all of us—public officials, law enforcement, parents, educators, conunerce and 
industry leaders—be more vigilant and responsible by teaching our children how to 
avoid becoming victims of sexusd predators. Parents must talk to their children 
about the potential dangers they may encounter through the Internet and on-line 
services. Several groups, to include the National Center for Missing and Exploited 
Children (NCMEC), have issued guidelines for parents on safeguarding children 
who use computers linked to the information highway. I have attached a copy of 
those guidelines to this statement. I urge parents to review these guidelines and dis- 
cuss them with their children. Schools that offer computer classes and access to the 
Internet should include appropriate discussion of this problem in their curriculum. 
Creating awareness of the problem is a first step toward reducing a child's vulner- 
ability to sexual predators. 

Blocking mechanisms for Internet access are av£iilable for parents to restrict ac- 
cess to sexually-oriented Internet and on-line bulletin boards, chat rooms and web 
sites. These mechanisms can help reduce, but will not totally eliminate, the vulner- 
ability of children. It is possible that children, such as teenagers, may be able to 
circumvent the restrictions of the blocking mechanism or that pedophUes will still 
be able to meet children through what may at first appear to be innocent non-inter- 
active activity, such as responding to a newsgroup or web site posting. 

The FBI and other law enforcement agencies must continue to develop innovative 
investigative strategies for dealing with crimes committed in cyberspace and build 
strong legal precedent to support tbese investigations and prosecutions. 

The FBI is attacking the proliferation of child pornography on the Internet and 
on-line services and the problem of pedophiles establishing sexually illicit relation- 
ships with minors through use of the Internet, through a comprehensive initiative 
focusing on crimes against children. This initiative encompasses several major crime 
problems, including: the sexual exploitation of children; child abductions; child 
abuse on government and Indian reservations; and parental/family non-custodial 
kidnapings. In May 1997, each of the FBI's 56 field offices designated two special 
agents as Crimes Against Children coordinators. These coordinators have been 
tasked with developing multi-agency teams of law enforcement, prosecutive and so- 
cial service professionals capable of effectively investigating and prosecuting child 
victim crimes that cross legal and geographical jurisdictional boundaries and which 
enhance the interagency sharing of intelligence and information. The FBI has and 
will continue to aggressively address £dl crimes against children faciUtated by the 
Internet. 

One facet of the FBI's Crimes Against Children Program is the "Innocent Images" 
initiative which was initiated based upon information developed during a child ab- 
duction investigation. 

In May 1993, the disappearance of ten year old George Stanley Burdynski, Jr., 
led Prince George's County, Maryland pohce detectives and FBI agents to two sus- 
pects who had sexually exploited numerous juvenile males over a 25 year period. 
Investigation into the activities of these two suspects determined that adults were 
routinely utilizing computers to transmit images of minors showing frontal nudity 
or sexually exphcit conduct, as well as to luring minors into illicit sexual activity. 
It was throu^ this investigation that the FBI recognized that the utilization of 
computer telecommunications was rapidly becoming one of the most prevalent tech- 
niques by which pedophiles and other sexual predators shared sexually explicit pho- 
tographic images of minors, and identified and recruited children for sexually illicit 
relationships. The iUicit activities being investigated by the FBI are conducted by 
users of both commercial and private ocQine services, as well as the Internet. 

The FBI's national initiative on child pornography focuses on those who indicate 
a willingness to travel for the purpose of engaging in sexual activity with a child; 
those who produce and/or distribute child pornography and those who post illegal 
images onto the online services and the Internet. Through this initiative, FBI agents 
and task force officers go on-line, in an undercover capacity, to identify and inves- 
tigate those individuals who are victimizing children tnroug^ the Internet aitd on- 
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line service providers. There are currently 55 field offices assisting and conducting 
investigations as a result of the "Innocent Images" initiative. 

The "Innocent Images" national initiative is coordinated through the Baltimore 
Division of the FBI. This initiative provides for a coordinated FBI response to a na- 
tionwide problem by collating and analyzing information and images obtained from 
numerous sources to avoid duplication of effort by all FBI field offices. 

The Baltimore Division's investigative operation involves the commitment and 
dedication of federal, state and local law enforcement agencies, working together in 
a task force environment. The FBI believes that law enforcement agencies should 
work together, in a coordinated effort, to address crimes against children facilitated 
by the Internet. It is this sharing of manpower and resources that will ultimately 
provide the most effective tool in combating this crime problem. 

Although the "Innocent Images" initiative is coordinated through the FBI field of- 
fice at Baltimore, this operation has been frtmchised to include the Los Angeles field 
office. The Los Angeles Division also works in a task force environment and is a 
part of the Southern California Sexual Assaxilt and Exploitation Felony Enforce- 
ment Team (the SAFE team). 

The FBI has taken the necessary steps to ensure that the "Innocent Images* na- 
tional initiative remains viable ana productive. These efforts include the use of new 
technology and sophisticated investigative techni(^ues and coordination of this na- 
tional investigative effort with other federal agencies that have statutoiy investiga- 
tive authority, including the United States Customs Service, the United States Post- 
al Inspection Service; the Department of Justice's Child Exploitation and Obscenity 
Section (part of the Criminal Division); the NCMEC; and numerous commercial and 
independent on-line service providers. 

The FBI also conducts an outreach program to inform the public and local law 
enforcement agencies about this national initiative. In the past two years, the FBI 
has addressed a number of civic, judicial, prosecutive and law enforcement organiza- 
tions concerning this initiative and the assistance the FBI can provide in investigat- 
ing crimes against children facilitated by the Internet. The FBI is currently in the 
process of assigning a Supervisory Special Agent, on a full-time basis, to the 
NCMEC. The FBI strongly believes that it must work closely with the NCMEC, a 
national resource center for child protection, to locate and recover missing children 
and raise the public awareness about ways to prevent child abduction, molestation 
and sexual exploitation. I believe that the assignment of this FBI agent wiU enhance 
coordination between the two organizations and benefit the nation in our fig^t to 
combat crimes against children. 

As I mentioned earlier, the FBI has investigated more than 70 cases involving 
pedophiles traveling interstate to meet minors for the purpose of engaging in illicit 
sexual relationships. In one case investigated by the FBI m Maryland and Florida, 
in conjunction with the Clearwater, Florida, pohce department, a subject was ar- 
rested in November 1995, after traveling from his home in Minneapolis, Minnesota, 
to Tampa, Florida, for purposes of having sex with what he thou^t was a 13-year- 
old girl whom he had met through an on-line chat room. In reality, the "victim" in 
this case was an undercover FBI agent. This subject, who was married and the par- 
ent of three children, was convicted in federal court. 

Another example of a traveler case involved a resident of Rockville, Maryland, 
who pled guilty to 2 coimts of interstate travel to engage in sexual activity with a 
minor (Title 18, USC, Section 2423). Through investigation, this individual was 
found to have traveled from his Maryland home to the Springfield, Virginia, public 
library for the purpose of meeting a 12 year old female in order to have sex. Afler 
this subject's arrest, a review of his Internet e-mail messages revealed that the sub- 
ject had been posing as a 16 year old and had communicated with a number of other 
girls, between the ages of 10-15, attempting to meet them for sex. 

Crimes against children are among tne most emotional and demanding cases that 
investigators and prosecutors must face. The FBI will continue to work closely with 
other law enforcement agencies, NCMEC and the Department of Justice's CEOS to 
investigate, euT^st and convict those individuals who prey upon our nation's chil- 
dren. 

This concludes my prepared remarks. 

Mr. McCOLLUM. Certainly, please do so. 
Mr. POTOCEK. Mr. Chairman, this is an adjudicated case that oc- 

curred last year, and it involves an individual who was the CEO 
of a manufacturing company in Columbia, Maryland that employed 
250 people. On April 11th, 1996 he signed on to America Online, 
and entered a public chat room using the screen name Xderalte, 



and the screen name is, in the days of CB radios, would be Hke a 
handle. There may be some identifying information in there about 
the person; there may not be. While in this chat room, the subject 
initiated an online conversation with smother America Online sub- 
scriber, "JulieJ1982.'' In chat room parlance, by reading that screen 
name, you might draw the conclusion that Julie J. was bom in 
1982 and, in fact, ''JulieJ1982" was an undercover Agent and had 
created that name to give that impression; that Julie was bom in 
1982. 

The subject initiated the conversation, first contact with Julie J., 
who he believed to be a 14-year-old. "Hello, Julie. You must look 
lovely nude. Glad to find you in this chat room." On that same 
date, he transmitted two images depicting child pornography to 
''JulieJ1982.'' A week later, April 18th, an undercover Agent utiliz- 
ing the same screen neune engaged in an online conversation with 
the same defendant in a private chat room, and the subject sent 
another image of child pornography. On May 1st, 1996, the subject 
transmitted two additional images of child pornography to 
"JulieJ1992," and on May 20th, 1996, he initiated another onUne 
conversation with Julie, and in this conversation discussed meeting 
Julie at a shopping mall in Tysons Comer, Virginia. It's that con- 
versation that we have here as an example. It is redacted. It's 
shortened, and some of the language has been substituted with the 
word "expletive." The subject discusses in sexually explicit detail 
what he wanted to do with Julie, and on May 21st, the subject 
tremsmitted another image depicting child pornography. We found 
in these cases that the subjects will often send child pornography 
to reduce the victim's apprehensions about it. It's kind of test bal- 
loon; if the victim doesn't recoil or stop conversing, the subject feels 
like he's making some headway. On May 21st, 1996, the same un- 
dercover Agent signed onto America Onhne using a different screen 
name, BlueBoy987. 

Typically, in these cases, what we'll do is arrange the meeting, 
and if the subject travels and shows up, we arrest him. The under- 
cover Agent in this case used a different tact, and what he did was 
when he contacted Xderalte, he said, "I may be able to procure the 
services of a 14-year-old female for sexual purposes." The subject 
bit immediately on that. They made an arrangement to meet at a 
hotel in Arlington, Virginia. The subject traveled fi*om his home in 
Columbia, Maryland to Arlington, Virginia. He met an undercover 
Agent; paid the imdercover Agent $180. The scenario was that the 
girl was in the room next door. In fact, there were several FBI 
Agents in the room next door. After the payment was made, he was 
taken into the other room and was arrested. He was charged and 
he later plead guilty to one count of traveling interstate for the 
purpose of having sex with a minor. He was sentenced to 1 month 
in jail, 5 months home detention, and 2 years probation and a 
$6,000 fine. 

I'm going to nm throu^ the conversation here. It is—there are 
misspellings as there are in a typical chat conversation; people are 
typing very quickly. Grammar and spelUng don't count in chat 
rooms. I'm going to ignore that as I read through it. Again, it is 
shortened. 'There are areas where there was conversation that real- 
ly wasn't pertinent, and for the purposes of this hearing we elected 
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to take it out. I think you may have received the full unedited ver- 
sion of the text. 

Mr. McCoLLUM. We do have that for the record, thank you. 
[The information referred to follows:] 

INNOCENT IMAGES CASE STUDY 

"XDERALTB" 

On April 11, 1996, the CEO of a manufacturing company 
employing 250 people based in Columbia, Maryland, signed onto 
America Online and entered a public "chat" room utilizing the 
screen name "XDBRALTE".  While in this chat room the subject 
initiated an online conversation with another America Online 
subscriber, JULIEJ1982.  JULIEJ1982 was in fact an undercover FBI 
Agent. The subject initiated the conversation as follows: 'Hello, 
Julie you must look lovely nude.  Glad to find you in this chat 
room".  On the same date, he transmitted two images depicting 
child pornography. 

On April 18, 1996, an undercover agent utilizing screen name 
JULIEJ1982 engaged in an online conversation with the defendant 
in a private chat room and the subject subsequently sent another 
image depicting child pornography. 

On May 1, 1996, subject transmitted two additional Images of 
child pornography to the screen name JULIEJ1982.  On May 20, 
1996, he initiated another online conversation with JULIEJ1982 an 
in this conversation discussed meeting JULIEJ1982 at a shopping 
mall in Tysons Corner, Virginia. The subject discusses in 
sexually explicit detail what he wanted to do with JULIEJ1982. 
On May 21, 1996, the subject transmitted another image depicting 
child pornography. 

On May 21, 1996, the same undercover agent signed onto 
America Online utilizing the screen name 'BUJBOt9BT .     The agent 
contacted subject online and advised that he (BLUB0y987) could 
possibly arrange for the subject to purchase the sexual services 
of minor females,  the subject agreed to purchase the services of 
a 14 year old female. 

On June 6, 1996, the subject traveled from the state of 
Maryland to a hotel located in Arlington, Virginia and paid an 
undercover agent $180.00 to have sex with a 14 year old female in 
a hotel room.  He was arrested, charged and later plead guilty to 
one count of traveling interstate for the purpose of having sex 
with a minor.  He was sentenced to one month in jail, 5 months 
home detention, 2 years probation and a $6,000.00 fine. 
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OcIlnaHOst:   *** You ar* in 'JuXian*. ••* 
OnlinsHoat: 
XdarAltc:     Hallo again. 
JDLIK7198a:    HI 
JULZEJlSSa:   havB you bean chating with anyone incereating 
XdezAlta I     How are you dressad tonight . . I hav« bean 

getting ready to go out juat showered 
JUI.IBJ1982I   i juat got in {ron eoZtball prqactice, jeane and 

aweatehirt 
ZdaxAlte:     I have not been doing nore tban surfing.. 

no one really to talk to 
JULIBJ19>a:   you aeem aloe younger than your age. what is your 

real age 
XderAlte:     Do you mind wy  being in just my jocky 

shorts 
JULIBJ1983:   no not all, where are going? 
XderAlte:      I really an 66, Julie..  I have to nteet try 

wife later  .. ehe'll be coming from 
XderAlte:     work... working late. 
JUI,IK719(3:   What doea she do 
XderAlte:     I think talking with you keeps me young  :) 
.JUX.IEJ1M2:   Oh your too aweet 
XderAlte:     She ia a lawyer// Nhat doee your Mon do ? 
iTDLIBJISaa:     :)- 
JUUBJlBaa t    She works as a nurse 
XderAlte:     I'm going to have to capture that tongue in 

ny mouth when I kiaa you when we 
XderAlte:     meet 
JULIBJ19B2:   I thought you might like my amlllng face 
XderAlte:     Are you alone now..  ?? Can you chat  freely ?? 
JUtaZBJlvaa:    thanks again for those neat pictures 
JTJI,IBJ19B3:    Yes. I an hone alone 
XderAlte:     I love you especially when you smile. 
JULXBJ1992:   are you alone at home? 
XderAlte I     It makea me want to gove you an especially 

big hug. 
XderAlte:     Yes,  alone till son nay come hone. 
JXn,lKJ19a3:   how old is your son 
JULIBJ19S2I   i luv bugs 
XderAlte:     He ia 35,  actually ^ stepson. .He eama «>itli 

my second wife who passed away. 
XderAlte:     I am married for the third time. 
JULIBja9a3:    how long thi atima 
XderAlte:     Hhen my daughters were still bea« we bugged a 

lot.. 
XderAlte:     Almost 8 yeara. 
JUIjISJlSaa:   you aound like a vary nice father 
XderAlte:     Mhy thank you..  I tried to be.. 
XderAlte:     Do you get to aeee yours nueh 7 
JULIBin.983:    did you ever cheat on your wife 
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JniiZBJi982: Z nafv*r ••• ly father 
XdarAlt*: Tb* trutta is ye*.. 
XdezAXtat     I find myaclf taUciag vazy tzuthCully with 

you aa I did oy own glrla. 
JT]IiIEJ1983:   «#ell i guaaa sonatiaaa you can ba waxy truthful 

and open with •Crangera 
XdaxAlta:     If Z aakwl you a qpiaatloo would you tell 

•e the truth?? Ify gixla were never 
Zdeziate:     atraages with •« . 
JXniJBJ19a2:   you eaa aakad oe aaythiog, i will tell you the 

truth 
XderAlte:     Have you ever played arouad in real  life 

as we did on line 7 
JDLIKJ1982:   I i>e««ed arouad sane 
JULIBJ19I2:   did you ever «*t 19 with eowenna you «et oa liae 
XderAlte >     You know if  you were really here I would 

want to kiss you all over  :) 
XdezAlta:     So I bavw never actually net anyeoe Z net 

OB lioe. Moat were far away, 
ZdezAlte:     not anywhere near as close as you are in 

VA. . 
JXJl.IBJl9a2:   exactly what tKsuld be all over, is it what I think 
XderAlte:     Have you ever actually met anyone you met 

on line ?? 
JULIBJ1982:   no not exactly 
XderAlte:     Tea Z did mean all over 
XderAlte:     What do you mean not exactly., 
vTOLZBJ1983:   I was going to met soosbody once, but chickened 

out 
XderAlte:     Vould you chicken out if we had plaj» for 

lunch,  do you think.. ?  I night :) 
XderAlte:     Are you there. Julie,  didn't mean to have that 

question upset you 
JULZBJ1982:   1 don't think so, I in school during lunch 
JDI<ZU19Sa:    I had to go to the bathroom 
JUI.IBJ19B3:    the meeting sounda vary nice Julian 
XderAlte:     I would very much enjoy that 
XderAlte:     I would give you a very gentle hug idian %«e 

met! 
jnUBJi9B2:   that would nice 
XderAlte:     Do you drive ? How would I meet you 7 Zs 

there a restaurant you like very auoh 
JUI,IEJ19B3:   no i don't drive, but i have friends who do 
XderAlte:     1 think if we aaet it should be eoneplace 

where you would feel safe. 
JULIBJ1982:    but then what would i do with my friend, what 

about a mall 
jaLIBJ19B2:    how long do you think we would need 
XdazAltc:     A mall  sounds very good. 
XderAlte:     Z thai the first time we meet it should 

be just long enough for us to get to 
XderAlte:     kaow each other better.,  no strings attached 

aad just see how we are together. 
jaLZBJ19B2!    and if we hit it off? 
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XderAlte: 

JULIEJa9B3: 

jnLIBJ1983: 
XderAlteI 
JULIBJ1982: 
XderAlte: 

JULIEJ19a3 : 
JULIEJ1982: 
XderAlte: 
JULZBJ19a3: 
JULIBJ1982: 

JUI.IZJ1982 : 
XdezAlte: 
JUUSJ1982: 
XderAlte: 

JULIBJ19a2: 
XderAlte: 
XderAlte: 

XderAlte: 
JUI,IBJ19B2i 
XdezAltes 
JllI^BJ19e2; 
XderAlte: 
XdexAlte: 
JXnaBJ1983: 

XderAlte .- 
JCLIEJa9B2: 
XderAlte: 
JUI.IBJ1982: 
XderAlte: 
XderAlte: 
JUI<IBJ1982: 
XderAlte: 

jmiIBJ1982 : 

XderAlte: 

JXIUEJ19a2 : 
XderAlte: 

XderAlte: 
JULISJ1982: 
OnllneKoet: 
OnlineHoaC: 
OnlineSoSt: 
oallneHoat: 

And If %i« hit it off aad we went to meet 
again we can arrange that after. 
bsFy, before i forget and more eeol picturea you 
can eend me 
okay what mall 
What la convenient for you. I drive. 
I )cDOW where tyaons comer mall ia, do you 
Tea, I do.. That's a big mall. .Perhapa we 
need a special place  in the mall / 
what )cind of car do you drive 
do you know where that would be 
I drive a Jeep Grand Cherokee,  aand colored 
i luv those kind 
ny mom has vanity plates, do you. 1 was going to 
get them when 1 am old enought to drive 
do you like them? 
Is there an Eddie Bauer store in that mall 
I don't know 
I will do a.    little checking and I will let 
you know when we decide when it  should 
okay, your in charge 
be, ,  I have to check iiy office schedule . 
All right darling..  I'll make the suggestions 
and you can tall me if the dates 
and times are okay. 
that sounds great 
I' m looking for a nice gif  for you :) 
Julian, tell vm  who you look like the roost 
Just  eent a gif 
Bid you get it ?? 
I got it, looks like tonya herding the ice skater. 
the guy was pretty nice 
I'll be back in a second Julie. 
any other kids my age? 
Yes I was looking for them 
did you leave because your %n.fe is home 
Mo  ..  Had a phone 
did you get the second?? 
no did you sand it 
I can send yo a picture that was taken of 
me in my office.  I look very stem 
1 wish i had one of me to send, but 1 would like 
to see what you look like 
and surely not handsome. I'm afraid after you 
see it you won't want to talk t 
let me decide 
Ok,  the AOL says you received but  did not 
read the second pic I sent 
Now I'll send the one of me. 
i would check again, hold on 

••* You are in 'Lobby 84". ••• 

S8.7fiO QQ . 1 
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onlin*Host: 
OnlllMHoBt: 
JUIiISJ1982: 
xaarAltei 

JULIEJ19S3: 
JULIBJ1982: 
XderAlte: 
XderAlt*.- 
XdarAltai 
XdazAlta: 

JUIiIBin.9B3 : 

JIXJLZBJ1963 : 
JUI.IBJ19B3 : 
XderAlte: 

XderAlte: 
XdaxAlte: 

JULIXJ19t3 : 

XderAlte1 

JULIBJ19a3: 
XderAlteI 

JULIBJ19S3< 

XderAlte: 

JUI.ZEJ19B2: 
XderAlte: 
Xdex-Alcei 

XderAlte: 

XderAlte: 
XderAlte; 

XderAlte: 

XderAlte: 

XderAlte: 

JULZEJ1982: 
XderAlte< 

JOLIKJ19a3 : 
XderAlte: 

jm.IBJ19M: 

**• Xou are in "Julian". **• 

aorry, i baclc, did you get my reply 
Hallo again. I aan t the pic o£ me I'll go 
look for yovir reply nov. 
Jullca 
you look alot younger than ss 
Hello again..  X think aha ia 14'15.. 
Why thank you..   you are sweet to rae. . 
I  try to take care of nyaelf. 
It will be fun walking around the mall witha 
daughter. 
Bice picture you eent last cltna, i wonder doaa it 
hurt doing that way, ahe look like she was 
having fun 
do ^u think of me only as your daughter 
Ithink ahe was really enjoying it    There 
are lota of different poaitlons..  dcpe 
depends on what you find out you like :) 
Would it surprise you if I told you that I 
haw lota of feelings about you. 77 
tell me all about your feelings, remember we are 
tailing the truth today 
And diffemt kinds..  But  then I  had different 
feelings about my middle daughter to 
tell me how do you know what poaitions feel good 
I feel that I want to holld you and cuddle 
you,,  but then when I do I have a 
what did you do about your feelings for your 
daughter 
v«ry  physical reaction to thhat and ^ust 
thinking  of holding you and kissing y 
what kind of reaction? 
you I I get a hard penis almost right away. 
And Z want to love to in a more mature 
way..  I  want to kiss your breasta 
and play with the nipples with ny toiigue.  Z 
want to caress your thighs 
and feel how sn»oth and firm they are. 
I want to feel my hand removing your 
panties. . 
and feel my fingers opening up the lips 
between your legs. 
I went ny thumb and finger playing with the 
dit,, amaking the juices come down . 
And feel your hips moving toward me as T 
do. 
wow 
Does it bother you that I have those 
feelings. 7? 
no problem here, what do you want to do 
I guess I wont  to arreuige the meeting with 
you.. 
still in a mall 
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for    us XdarAlta: Nhat    I    might:    want    and    irtiat     Is    best 
are    aoiMClnias cwo    different    thinga. 

XderAlte: NhaL    do    XOU    want    Julie.     7?    Tall    me <Aat 
you    want    of    ma..   ?7 

JTniIBJ19e2: Julian tell ma what you want,   i will decide what 
ia beat 

XderAlta: Sitting    here  at a    coniputer.     I    want       to ma^ 
you    come    ,     to have    a    grand    orgaam 

JULIBJ19B2: did you have an orgasm 
XderAlte: »o..     I    don't    waaturbate    while    I    am on line. 
XderAlte: Julie,     you    are atill  a    virgin.      Ill 
JULIEJ19B3: yes  I  an 
XderAlte: It    is    one thing    to    use    my    tongue    on    you 

and    inside    you  to    make    you    come     and 
XderAlte I taate    your    come    and    have    you    hold    me    tight 

as you    do    and another thing     for    me 
XderAlte: to    take    your    virginity. 
XderAlte: Would    you    really want me inside    you  7? 
JUIiIBJ19a2: Will you be gentle? 
XderAlte: I    will    be    gentle    in    everything    we    do 

together.   11 
JULIBJ1982: vriien do you want to do this? 
XderAlte: I    will    e-mail    you    next Monday    afternoon    when 

I    can    gat    the day    to    come  . 
JULIBJ19B2: great,   still at tyeons 
XderAlte: Tliat    seems    liJca    the    beet place. 
JULIEJ1982: i need to Icnow how long will  it be  since  i  naed 

someone to drop ma off and pick me up. 
XderAlte: I  have     to    go    off     line now..      ..Love     you. 

I'11 look    for you tonorrow. 
XderAlte: I     think    we    should    TALK and    make     friends     for 

real    for about 2 hours at our first 
XderAlte: meeting.. 
JULIBJ1983: bye.   send me more pictures whan you can,   they are 

pretty neat 
JULIBJ1983: okay Julian,   is that really your name? 
XderAlte: I'll     try    to    find    more  for    you. 
XderAlte: Yes    it     is..   Is    Julie    youza?? 
JI}LlEJl983t yes Julie Pierce 
XderAlte: I     love    you    Julie..     Bye    for    now 
jmjISJ19B2: bye sweet dxaams 
XderAlte: you    too  
Onlineaostf        XderAlte has left Che room. 

Mr. POTOCEK. The very first line—or the second line, online host 
is—this was on America Online, and that's a system message that 
Julie has entered a room, a private room, called Julian. This was 
a room that the subject created for the purpose of this meeting— 
this cyberspace meeting. Xderalte states, "Hello, again." Julie re- 
sponds, "Hi. Have you been chatting with anyone interesting?" 
Xderalte states, "How are you dressed tonight. I've been getting 
ready to go out; just showered." Julie responds, "I just got in from 
Softball practice, jeans and a sweatshirt." Xderalte, "I have not 
been doing more than surfing. No one really to talk to." Julie 
states, "You seem a lot younger than your age. What is your real 
age?" 

Often in these conversations people are typing and sending the 
message, and the person on the other end hasn't responded to the 
first question, so you'll see at some points the conversation is a lit- 
tle bit delayed. Xderalte says, "Do you mind my being just in my 
jockey shorts?" Julie says, "No, not at all. Where are you going?" 
Xderalte states, "I am really am 66, Julie. I have to meet my wife 
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later. Shell be coming from work, working late." Julie asks, "What 
does she do?" Xderalte states, "I think taking with you keeps me 
young." And Julie responds, "Oh, you're too sweet." Xderalte re- 
sponding to Julie's first question about his wife, "She's a lawyer. 
What does your mom do? And Julie responds, "She's works as a 
nurse." Xderalte says, "I'm going to have to capture that tongue in 
my mouth when I lass you when we meet." 

The conversation continues to go back and forth. Xderalte then 
says, "If I ask you a question, would you tell me the truth? My girls 
were never strangers with me." Apparently, this subject had sev- 
eral daughters who are now grown, and in prior conversations he 
had talked to Julie about his daughters. Julie says, "You can ask 
me anything. I will tell you the truth." He asks, "Have you ever 
played around in real life as we did online?" Julie says, "I messed 
around some. Did you ever meet with someone you met online?" 
Xderalte says, "You know, if you were really here, I would want to 
kiss you all over. No I have never actually met anyone I met on- 
line. Most were far away." Undercover Ag:ents will t)TJicjilly do that 
to find out the extent of this person's activity. When it comes time 
for a search warrant and an interview we might be looking for 
other victims, and if in the chat he states that he has met other 
fieople, we know to push a little hard in that area. Xderalte, "No, 
've never actually met anyone I met online. Most were far away; 

not anywhere near as close as you are in Virginia." Julie says, "Ex- 
actly what would be all over? Is it what I think?" Xderalte says, 
"Have you ever actusdly met anyone you met online?" And Jidie 
says, "No, not exactly." Xderalte says, "Yes, I did mean all over, 
and what do you mean 'not exactly?'" 

And the conversation goes back Emd forth. This is the point 
where Xderalte starts asking Julie about a meeting, and he starts 
with something that would sound innocent, liinch at a restaurant. 
Xderalte says, "Would you chicken out if we had plans for lunch? 
Do you think?" "I might." He asks if she drives? "How would I meet 
you? Is there a restaurant you like very much?" Julie says, "No, I 
don't drive, but I have friends who do." Xderalte, "I think, if we 
meet it should be some place where you would feel safe." Julie 
says, "But then what would I do with my fiiend? What about a 
mall? How long do you think we would need?" Xderalte says, "A 
mall sounds very good. I think the first time we meet it should be 
just long enough for us to get to know each other better. No strings 
attached, and just see how we are together." 

The conversation, again, continues. Xderalte asks, "What is con- 
venient for you; I drive." Julie says, "I know where Tyson's Comer 
Mall is. Do you?" Xderalte responds that he does. He states, "That's 
a big mall. Perhaps, we need a special place in the mall." Julie 
asks what kind of car he drives? And, "Do you know where that 
would be?" Xderalte responds, "I drive a Jeep Grand Cherokee, 
sand colored." And Julie says, "I love those kind. My mom has van- 
ity plates. Do you? I was going to get them when I am old enough 
to drive." I think the undercover Agent, here, was looking for what 
the hcense plate was so we could further identify this individual. 
Julie asked, "Do you like them?" Xderalte asks, "Is there an Eddie 
Bauer store in that mall?" Julie says, "I don't know." And Xderalte 
says, "I will do a little checking and will let you know when we de- 
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cide when it should." And Julie responds, "Okay, you're in charge." 
The conversation goes back and forth. 

Xderalte has sent several pictures via email to Julie, and Julie 
received them £ind looked at them—the undercover Agent looked at 
them—and responds, "Nice picture you sent last time. I wonder, 
does it hurt doing it that way? She looks like she was having fun. 
Do you think of me only as your daughter?" Xderalte says, "I think 
she was really enjoying it. There are lots of different positions. It 
depends on what you find out you like. Would if surprise you if I 
told you that I have lots of feelings about you?" Julie responds, 
"Tell me all about your feelings, and remember, we are telling the 
truth today." Xderalte says, "And different kinds, but then I had 
different feelings about my middle daughter too." The undercover 
Agent says, "Tell me, how do you know what positions feel good?" 
Xderalte says, "I feel that I want to hold you and cuddle you, but 
then when I do I have an—." Julie's conversation breaks in. Here, 
the undercover Agent is suspecting, maybe, there was something 
that had gone on with his middle daughter, so he's probing that 
area a little bit. "What did you do about your feelings for your 
daughter?" Xderalte responds, "Very physical reaction to that, and 
just think of holding you and kissing you." Julie says, "What kind 
of reaction?" And it gets graphic here. I've substituted the graphic 
words with expletive. "You and I get a hard expletive almost right 
away, and I want to love, too, in a more mature way. I want to kiss 
your expletive, and play with the expletive with my tongue. I want 
to caress your thighs and feel how smooth and firm they are. I 
want to feel my hand removing your panties and feel my fingers 
opening up the expletive between your legs." I'll skip through the 
rest. You can read it if you like. Julie responds to all of that with, 
"Wow." And Xderalte says, "Does it bother you that I have those 
feelings?" The conversation continues. Julie asks if he'll be gentle? 
Xderalte says, "I will be gentle in everything we do together." 

They discuss what day and what time and how long it will take. 
Julie, the undercover Agent, is really trying to figure out when and 
where he has to assemble agents for the arrest. Xderalte says he 
has to go offline now, "Love you. I'll look for you tomorrow. I think 
we should talk and make friends for real for about 2 hours at our 
first meeting." And then, there is a little more conversation. 
Xderalte then signs off the computer, and that was the end of that 
conversation. 

Mr. McCOLLUM. Unfortunately, we are going to have to take a 
break at this point. We have a vote on, and there may be some 
technical votes. I will announce that we will come back, and I will 
try to continue the hearing as regularly as possible because we 
don't want to condense this—we want to have a full hearing. So, 
this hearing's in recess until we return fi-om the vote on the floor. 

[Recess.] 
Mr. McCOLLUM. The Subcommittee on Crime will come to order. 

I don't know if the presentation was completed at the time we took 
our recess. Mr. Wiley, Mr. Potocek, do we have more? 

Mr. POTOCEK. Yes, sir, I am finished with my presentation. 
Mr. McCOLLUM. Mr. Wiley, do you have more? 
Mr. WILEY. NO, sir, I don't, Mr. Chairman. 
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Mr. McCOLLUM. Then, I will recognize Ms. Ellison. You may give 
us a summarization of your testimony. We look forward to hearing 
from you. 

STATEMENT OF CAROL ELLISON, SENIOR EDITOR, HOMEPC 
MAGAZINE 

Ms. ELLISON. Thank you, Mr. Chairman. It's a pleasure to ap- 
pear before the committee, today. For the last 4 years I've worked 
with a group of youngsters at the HomePC Kids' Lab. When we 
started, these kids were considered exceptional. They were the 
lucky kads who had access to computers at home and at our office. 
Today, they are the norm. According to recent reports, nearly half 
of the 35.3 million family households in this country either have 
kids online or expect their kids to be online in the very near future, 
and the number is really growing at an astonishing rate. It's pro- 
jected that by the year 2002, more than 45 million children will be 
online. I think that's very good. 

Computers and online communications are the tools that kids 
really will need to succeed in the 21st century, but the power and 
complexity of the technology also exposes these children unlike any 
that we've seen before. Just as the Internet allows kids to commu- 
nicate directly with NASA scientists, and puts photos from Mars at 
their fingertips, it also exposes them to pedophiles, pomographers, 
and child predators. Everything from pornographic photos to live 
teleconferenced orgies can be seen on the computers in family 
rooms and children's bedrooms today. 

Talk to kids about all of this and you'll find that it's so pervasive 
most of them regau-d it as a fact of life online. Perhaps, more aston- 
ishing but heartening, is that kids, themselves, are often the ones 
providing the first line of defense against abuse. There's a tremen- 
dous informal support network of teens out there. When I've logged 
on to America Online chat rooms, I've been met by teens who have 
clued me to the pitfalls I would encounter—thinking that I was a 
teen—and have offered me advice on how to avoid them. Some of 
the best advice I've heard on how to get off pornographic email lists 
came from an 11-year-old boy who works with me in the kids' lab, 
and a group of teens I know from Long Island recently got together 
to create their own website; organize their own online games and 
chats, specifically, because they did not want intrusions by strang- 
ers. But these are kids who are relatively trouble-free and who 
want to keep their lives that way. Children who are feeling alien- 
ated and having difficulty socializing at home and at school, are 
the ones most susceptible to predators. 

If the number of calls I receive from reporters, investigators, in- 
dividual parents, and community groups seeking help with this 
issue is any indication, incidence of exploitation facilitated by the 
Internet and the fear they cause in families is on the rapid rise. 

It is important as we explore this issue to recognize that the 
Internet, itself, is not the abuser; it is simply a vehicle no more re- 
sponsible for other's crimes than the automobile is responsible for 
a bank heist when a getaway car is used or the telephone is re- 
sponsible for obscene phone calls. It is impossible to discuss 
pedophilia and pornography as we are today without feeling deep 
revulsion, but we cannot lose sight of the fact that all of the Inter- 
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net tools used to facilitate crimes against children pack tremendous 
benefit when used by the many who have no hidden agenda. 

Chat rooms, online fonm[is, where groups of people gather to talk 
about almost anything, make wonderful meeting places for clubs, 
organizations, and support groups. They are also place where teens 
come together to meet other teens, and, as a result, they have be- 
come the favorite of pedophiles who recognize that fact. Private 
chat rooms, which are not visible to the general public, can be set 
up by teachers who want their students to chat uninterrupted with 
scientists or even Members of the House of Representatives, but 
they can and are being used by pedophiles who invite children into 
them for their own private conversations. 

And there's email, which I think we're all familiar with. In its 
worse form, however, it arrives as spam mail with live links to por- 
nographic websites and toll free numbers that kids can call, or any- 
one can call, for a free half hour of hot chat. Named for the Monty 
Python skit in which diners were repeatedly offered spam no mat- 
ter how many times they refused it, electronic spam blankets the 
m£ulboxes of millions of Internet users each day with no regard to 
the age, sex, or sensitivities of the recipient. 

Parental control software can effectively restrict young children's 
use of the Internet, but these software-based parental controls su-e 
impaired by the fact that they rely on human intervention to make 
them work. Their use is not particularly high. The parents I know 
aren't comfortable enough with the technology to set them up, and 
they believe that their technically savvy kids will find a way 
around them anyway. Practically speaking, by the age of 12, chil- 
dren begin demanding their independence and the right to make 
their own decisions. For kids between the ages of 13 and 18, the 
groups, perhaps, most at risk, psurental control software can create 
more strife than benefit within a family. 

What's a parent to do? I am certain that each member of this 
committee has been asked that question as many times as I have. 
I'm not certain that Federal legislation is necessarily the answer. 
Much of the confusion that exists stems from parents not under- 
standing the technology; not knowing what their kids are doing on- 
line, and not knowing where to turn when problems arise. We do 
need improved mechanisms for reporting crime, better education 
for parents, emd for the law enforcement community about what to 
do when it's suspected. We must clear family and official confusion 
about how to proceed in these cases, and make the appropriate re- 
sponse for families as well known and clear cut as what they 
should do when they receive pornography through the mail or ob- 
scene phone calls on the phone. 

Finally, I shared the pain of many in America who saw the Bar- 
bara Walters with the Manzie family on 20/20 laist week. This is 
the family of the 15-year-old boy in New Jersey charged in the 
murder of an 11-year-old. Sam Manzie, himself, was abused by a 
man that he met on the Internet. The confusion and stress caused 
by the tangle of jurisdictions in that case contributed to an already 
troubled situation. Since so many of these cases do cross State lines 
smd do involve many different legal authorities, attention should be 
given to streamlining the investigative and prosecutorial processes 
so that they are more sensitive to the victims and their families. 
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I welcome your attention to these issues, and will be happy to 
Einswer any questions you may have. 

[The prepared statement of Ms. Ellison follows:] 

PREP.\RED STATEMENT OF CAROL ELLISON, SENIOR EDITOR, HOMEPC MAGAZINE 

Carol Ellison is Education Editor of HomePC, a publication of CMP Media. She 
is the founder and director of HomePC Kids' Lab where she works with some 60 
children, ages 2 to 16, on software testing and issues related to children's computing 
and has held that position for the last four years. She is co-author of two books. 
Parents, Kids & Computers (Random House, 1992) and The Kids Computer Book 
(Compute Books, 1994) and her articles on children and technology have appeared 
in most major computer magazines and many newspapers, including PC Magazine, 
PC/Computing, Compute, The Network Star-Ledger, The Washington Post Edu- 
cation Review, and the Christian Science Monitor. Ms. Ellison is widely regeirded 
as an authority on children's computing. In January, she appeared as an industry 
expert on Oprah's show on "Strangers on the Internet" jmd she has been inter- 
viewed frequently by the New York Times, USA Today, and numerous other local 
and national newspapers and cable news programs for stories regarding child safety 
on the Internet. Ms. Ellison is presently working with the Suffolk County (Long Is- 
land, New York) District Attorney's Taskforce on Child Safety and the Internet 
which was established following the arrest of the Long Island man implicated in the 
Manzie case in New Jersey. HomePC's Online Safety Resource Center was devel- 
oped in cooperation with that Taskforce and the Suffolk County District Attorney. 
It can be found at HomePC's website, www.homepc.com. 

Thank you. It is a pleasure to appear before this committee today. For the last 
four years, I have worked with a group of about 60 technically-sawy youngsters at 
the HomePC Kids' Lab. When we started, these kids were considered exceptional. 
They were the lucky ones who had access to computers and to the Internet. Today 
they are the norm. 

According to a recent report from FIND/SVP's Emerging: Technologies Research 
Group and Grunwald Associates, nearly half of the 35.3 million family households 
in this covmtry either have kids online or expect their children to be online in the 
very near future. And that number is growing at an astonishing rate. The Group 
projects that by the year 2002 more than 45 million children will be online. 

And that is good. Computers and online commtmications are tools that kids will 
need to succeed in the 21st century. But the power and complexity of this technology 
also exposes children to risks unlike any we've ever seen before. Just as the Internet 
allows kids to communicate directly with NASA scientists and puts photos from 
Mars at their fingertips, it also exposes them to pedophiles, pomographers and child 
predators. Everything from pornographic photos to live teleconferenced orgies can 
be seen on computers in family rooms and children's bedrooms. 

Talk to kids about all of this and you'll find it is so pervasive they regard it as 
a fact of life online. More astonishing but heartening is that the kids themselves 
are often the ones providing the first line of defense against abuse. There is a tre- 
mendous informal support network of teens out there. When I logged onto America 
Online as a 14-year-old girl in preparation for an appearance on the Oprah Winfrey 
show earlier this year, I was met by teens who clued me to the pitfalls I would en- 
counter and offered sound advice on how to avoid them. Some of the best advice I've 
heard on how to get off pornographic mail lists came from an 11-year-old boy who 
works with me in the Kids' Lab. And a group of teens I know from a high school 
on Long Island recently got together to create their own web site and organize their 
own online gcunes and chats, specifically to avoid intrusions by strangers. 

But these are kids whose lives are relatively trouble-free and who want to keep 
it that way. Children who are feeling alienated and are having difficulty socializing 
at home and at school are the ones most susceptible to predators. If the number 
of calls I receive from reporters, investigators, individual parents, and communi^ 
groups seeking help with this issue is any indication, incidents of exploitation facili- 
tated by the Internet and the fear they cause is on the rise. 

It is important, as we explore this issue, to recognize that the Internet itself is 
not the abuser. It is simply a vehicle, an more responsible for others' crimes than 
the automobile is responsible for a bank heist when a getaway car is used or the 
telephone is responsible for obscene calls. It is impossible to discuss pedophilia and 
pornography, as we are today, without feeling deep revulsion. But we cannot lose 
sight of the fact that all of the Internet tools used to facilitate crimes against chil- 
dren pack tremendous benefit when used by the many who have no hidden agenda. 
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Chatrooms, online forums where groups of people gather to talk about just about 
anything, make wonderful meeting places for clubs, organizations, and support 
groups. They are also places where teens come together to meet other teens. They 
have, likewise, become favorite haunts of pedophiles who recognize that fact. 

Private chatrooms, which are not visible to the general public, can be set up by 
teachers who want their students to chat uninterrupted with a scientist or a Mem- 
ber of the House of Representatives. They also can, and are, being set up by 
pedophiles who invite children into them for their own private conversations. 

And there's e-mail which we're all familiar with. In its worst form, however, it 
arrives as "spam mail" with Uve links to pornographic web sites and toll-free num- 
bers to call for a free half-hour of hot chat. Named for the Monty Python skit in 
which diners were repeatedly offered spam no matter how many times they refused 
it, electronic spam blankets the mailboxes of millions of Internet users each day 
with no regard to the age, sex or sensitivities of the recipient. 

Parental control software csm and does effectively restrict young children's use of 
the Internet. But these software-based parental controls are impaired by the fact 
that they rely on human intervention to make them work. Their use is not high. 
Few parents are comfortable enough with technology to set them up. They believe 
their technically savvy kids will find a way around them anyway. And, practically 
speaking, by the age of 12 children begin demanding their independence and the 
right to make their own decisions. For kids between the ages of 13 and 18, the 
group that's perhaps most at risk, parental controls can create more strife than ben- 
efit within a family. 

What's a parent to do? I am certain that each member of this committee has been 
asked that question as many times I have. I do not know that federal legislation 
is necessarily the answer. Much of the confusion stems from parents not under- 
standing the technology, not knowing what their kids are domg online and not 
knowing where to turn when problems arise. We need improved mechanisms for re- 
porting crime and better education for the parents and the law enforcement commu- 
nity. We must clear family and official confusion about how to proceed in these 
cases and make the appropriate response as well-known and clear-cut to families 
as what to do when they receive pornography through the mail and obscene calls 
on the phone. 

FinaUy, I shared the pain of many in America who watched Barbara Walters' 
interview with the Metnzie family on 20/20 last week. This is the family of the 15- 
year-old boy, charged in the murder of an 11-year-old, who himself was abused by 
a man he met on the Internet. The confusion and stress caused by the tangle of 
jurisdictions in that case contributed to an eilready troubled situation. Since so 
many of these cases do cross state lines £uid do involve many different legal authori- 
ties, attention needs to be given to streamlining the investigative and prosecutorial 
processes so that they are more sensitive to the victims and their families. I wel- 
come your attention to these issues and will be happy to answer any questions you 
may have. 

Mr. McCOLLUM. Theink you, Ms. Ellison. Mr. Rehman. 

STATEMENT OF D. DOUGLAS REHMAN, SPECIAL AGENT, 
FLORIDA DEPARTMENT OF LAW ENFORCEMENT 

Mr. REHMAN. Mr. Chairman and members of the subcommittee, 
thank you for this opportunity to address you. 

Never before in the history of the world has there been a better 
time to be a pedophile than today. Both child pornography and 
child victims are readily available via computer. Advances in com- 
puter technology allow for the easy creation and exchange of child 
pornographic computer image files. Child pornographic magazines 
from the 1970's as well as a wealth a modem photographs have 
been converted into computer image files. I routinely seize com- 
puter child pornography of two girls that were actually victimized 
and photographed in Orlando some two decades ago. 

Children spend countless unsupervised hours online in chat 
rooms. Pedophiles look for children that are loners; the children 
that are apart from the others. The child that's last to be picked 
for a team; the child alone in their bedroom, online. 



The online child exploitation is self perpetuating. I've arrested 
computer pedophiles that would most likely never have engaged in 
child exploitation had they not gone online. They go online, and 
they encounter large numbers of computer pedophiles who extol the 
virtues of sex with children, and who provide child pornography. 
This psychological validation begins their downward spiral into 
child exploitation themselves. 

Through the course of numerous Federsil prosecutions that I've 
been involved in, deficiencies in the Federal statutes have come to 
light. Most can be easily remedied. Additionally, sentences, particu- 
larly for repeat offenders, must be increased to reflect the true se- 
verity of the offenses. In my written testimony, I've set out 19 
needed changes. Child exploitation must be fought by a combined 
force of Federal, State, and local law enforcement officers. No one 
level of government can be successful on its own. Together, the 
Federal agencies and the State and local agencies have the needed 
resources and experience to combat this child exploitation. 

There is, however, a significant need for a national clefiringhouse 
for child exploitation intelligence and evidence as well as investiga- 
tive coordination. As more agencies and task forces begin independ- 
ent computer pedophile investigations, the amount of lost intel- 
Ugence information and evidence that could lead to convictions will 
become staggering. Likewise, law enforcement agencies will waste 
valuable resources investigating each other. 

The FBI's Operation Innocent Images has amsissed a substantial 
amount of intelligence and evidence. Funding slated for this fiscal 
year will significantly enhance their capabilities for collecting and 
analyzing this. Innocent Images should be evolved into this na- 
tional clearinghouse in order to provide the coordination for child 
exploitation investigations nationwide. 

A recent investigation illustrates what the establishment of a na- 
tional clearinghouse could accomplish. The FBI office in New York 
City received a tip that an individual in Florida was trading child 
pornographic computer images via the Internet that he had made 
fi-om videotapes of his having sex with girls under the age of 10. 
This information was immediately provided to the FBI's Innocent 
Images who in turn provided it to me. Within 36 hours of the tip 
a multi-agency strike force executed a search warrant on the de- 
fendant's residence, and he was in custody. Evidenced seized re- 
sulted in the defendant being charged with 42 counts of capital sex- 
ual battery for crimes against the two preteen girls. A third victim 
had not yet been sexually battered, however, the defendant was in 
the course of building up to it, and would most likely have pro- 
gressed to the stage within a week or two. This case was successful 
because a relationship already existed between Innocent Images 
and the Florida Depeulment of Law Enforcement. 

There is a great need to hold a national conference of law en- 
forcement officers and prosecutors who are actively investigation 
and prosecuting computer pedophiles. This conference would be the 
foundation for the creation of a national clearinghouse as well as 
allowing for the exchange of techniques, intelligence, and ideas. 

Training must be developed and funded so that large numbers of 
investigators, nationwide, can become knowledgeable and proficient 
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in pedophile investigations. Likewise, training for both State and 
Federal prosecutors must be instituted. 

The Tampa to Orlando 1-4 corridor is in the process of being des- 
ignated as a high intensity drug trafficking area and will receive 
more than $1 million annually for the establishment £md operation 
of a multi-agency task force to combat drugs. A funding bill for the 
current fiscal year will provide $2.4 million for the establishment 
of child exploitation task forces. This money, however, is for the en- 
tire Nation. Countless millions of dollars are spent annually in 
anti-drug efforts. Only a fraction of that is spent on eliminating 
child exploitation. 

The number of full-time investigators nationwide assigned to 
conduct proactive pedophile investigations on a full-time bases is 
less than the number of drug investigators in a typical city. Unlike 
drug trafficking, there is no one looking to take the place of an ar- 
rested pedophile. A concentrated effort at all levels aimed at 
pedophiles engaged in child exploitation could have a significant 
impact on the problem. For many years we have been waging a 
war against illegal drugs. The time has come for a declaration of 
war against child exploitation in this country. Thank you, sir. 

[The prepared statement of Mr. Rehman follows:] 

PREPARED STATEMENT OF D. DOUGLAS REHMAN, SPECIAL AGENT, FLORIDA 
DEPARTMENT OF LAW ENFORCEMENT 

I have been a Special Agent with the Florida Department of Law Enforcement 
(FDLE) for the past nine and one half years. While attending the University of 
South Florida in 1984, I began my law enforcement career as a Part-Time Police 
Officer with the City of Clearwater, Florida. After receiving a Bachelor's Degree in 
Criminal Justice, I worked as a Police Officer for the City of Port Richey, Florida 
for one year. Prior to FDLE, I was an Inspector with the Illinois State Police for 
two and one half years. For the past 12 years, I have been involved in electronic 
surveillance and high tech crimes. 

FDLE is a state law enforcement agency having approximately 350 Special Agents 
who investigate multi-jurisdictional crimes and provide assistance to other law en- 
forcement agencies. 

In 1994, while assigned to the Orlando Operations Bureau of FDLE as the Tech- 
nical Agent, I received a telephone call from a citizen; he stated that pedophiles 
were on the computer service America Online looking to trade child pornography 
and looking for children to meet for sex. I thought the citizen was over dramatizing 
the situation. That night, I went home and joined America Online, creating a screen 
name and online persona of a 14 year old boy. I discovered that the citizen had dra- 
matically understated the problem. Within an hour, I had received numerous child 
pornographic images and was being solicited by pedophiles for sex. Thus began my 
trek into the sexual exploitation of children via computers, resulting in the inves- 
tigation, arrest, and conviction of dozens of online predators. 

Since 1994, I have specialized in the investigation of child exploitation. I am a 
founding member of the FBI's Operation Itmocent Images Task Force. This Task 
Force specializes in the identiflcation and investigation, nationwide, of individuals 
exploiting children via computers. I founded and coordinate the Central Florida 
Child Exploitation Task Force, an eighteen agency Task Force of city, county, state, 
and federal agencies. I have provided training to hundreds of law enforcement offi- 
cers throughout the nation and regularly instruct at the FBI Academy. I have spent 
more than 1000 hours online in an undercover capacity as a child victim and as an 
adult pedophile. My undercover work has resulted in approximately 100 investiga- 
tions nationwide. I regularly provide consultation for law enforcement agencies 
throughout the nation concerning child exploitation investigations and have testified 
in both State and Federal Courts as an expert witness in the area of child exploi- 
tation and the area of computers. I am the president of the 400 member Florida 
Association of Computer Crime Investigators and a trained computer forensic exam- 
iner. I am also cross sworn as a Deputy U.S. Marshal. 

Historically, pedophiles have sought children wherever they gather. School yards 
and playgrounds have been traditional hunting grounds, with the malls coming into 
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vogue during the nineties. Today, cyberspace is the child hangout. This provides the 
pedophile with virtually limitless possibility for victims and the ability to prowl 
anonymously from home with virtu£il ssifety from authorities. 

One common trait of pedophiles is their collection of child pornography. They will 
amass large collections, but rarely, if ever, dispose of the child pornography. UntU 
very recently, child pornography was extremely difficult to obtain with the primary 
source being European magazines and 8mm nlms that were published during the 
1970's and 1980's. There was a limited number of these magazines in circulation 
and pedophiles, while wanting more child pornography, would not want to give up 
what they already had for new material. This made it virtually impossible for the 
trading of child pornography. 

An even more basic problem for the pedophiles was a meems to meet each other 
to trade child pornography, discuss seduction techni(^ues, and for psychological vali- 
dation of their behavior. Prior to the computer, this was very difficult and dan- 
gerous. 

In the late eighties and early nineties, computer technology advanced to the point 
where the European child pornography could be converted to readily reproducible 
computer image files. This, coupled with the widespread development of computer 
bulletin boards (BBS), allowed for the commercial distribution of child pornography 
via computer. Pedophiles would have to pay fees, typically $50 or more per month, 
to be able to download this child pornography. 

By 1994, America Online (AOL) had created a very simple user interface that al- 
lowed persons with very limited computer skills to get online and navigate with 
ease. AOL also created "chat rooms" on their system. These electronic gathering 
places allow up to 23 members of AOL to gather and communicate electronically via 
keyboard. AOL also provided for the exchange of computer files between users via 
email attachments. In 1994, AOL only had approximately 500,000 members; today, 
AOL claims well in excess of nine million. 

In 1994, child exploitation was becoming well established on AOL. Pedophiles 
roamed the various chat rooms in search of child victims and other pedophiles. In 
terms of its use by pedophiles, AOL became a victim of its own success. In 1994, 
I coined the term computer pedophiles to describe these online predators. The com- 
puter pedophiles from AOL tnat I have arrested and interviewed all claim that they 
did not get online for the child exploitation, but rather for the same reasons as legal 
users. They relate that once online, they came across the child exploitation and 
joined it. AOL has taken many steps to stop the exploitation of children, however, 
the computer pedophiles remain committed and find ways around these steps. 

Child exploitation is not unique to AOL, the other online services have experi- 
enced problems from these online predators as well. In the last several years, the 
Internet has developed a well deserved reputation as a medium for child exploi- 
tation. 

The newsgroups are the electronic equivalent of cork boards; there are tens of 
thousands of newsgroups, covering virtusdly every topic imaginable. Internet users 
can post messages which other users can read. Additionally, computer image files 
can be posted and retrieved for viewing. Newsgroups carry important discussions of 
topics such as health matters, politics, tind technology. Unfortunately, they also 
carry about a dozen newsgroups dedicated to the sexual exploitation of children. 
Within these groups, pedophiles regularly post nude images of children, frequently 
child pornography. They discuss seduction of children emdlook for victims. 

Internet Relay Chat (IRC) provides "channels" that are similar to AOL's chat 
rooms. Unlike AOL, however, there is no regulation of the names of these channels 
or of the discussion topics. At any given time, there may be dozens of channels that 
graphically describe their content as being child exploitation; names such as 
"preteen sex pics" are commonplace. Through various software applications, com- 
puter pedophiles meeting in an IRC channel can exchamge computer image files di- 
rectly between their computers. 

All of the above makes child pornography readily available online for anyone seek- 
ingit. 

The online child exploitation is a double edged sword for law enfon»ment. For the 
first time in history, law enforcement has a powerful means for investigating child 
exploitation proactively. The same online anonymity that attracts the computer 
pedophiles also provides law enforcement officers with the ability to go undercover 
as child victims or as pedophiles. The reverse, however, is that computer pedophiles 
can readily obtain real victims and easily trade child pornography. 

Perhaps the worst side effect of the online child exploitation is that it is self-per- 
petuating. I have arrested several computer pedophiles that would most likely never 
have engaged in child exploitation had they not gone online. Not all jiersons with 
pedophilia are child molesters or engaged in the collection of child pornography. 
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Many are ordinary law abiding citizens who have a sexual attraction towards chil- 
dren, but control these desires and lead normal lives. When these individuals go on- 
line, they encounter computer pedophiles who extol the virtues of sex with children 
and provide them with child pornography. This psychological validation leads the 
person to beheve that they aren't strange or different after all 2md that it is society, 
with its laws criminalizing sex with children and pornography involving children, 
that is wrong. They then begin the downward spiral into child exploitation, typically 
beginning by trading child pornography, progressing to sexually explicit onlme con- 
versations with children, and eventually seeking child victims online for sex. 

The most troubling aspect about the sexual victimization of boys is that some per- 
centage will go on to molest children themselves. During post-arrest interviews, 
many pedophiles admit to having been sexually abused as children. While this 
abuse may help to explain their behavior, the sexual exploitation of children is a 
volitional act and is not excused by abuse suffered as a child. This factor, however, 
makes child exploitation unique among crimes: the victim may grow up to victimize. 

Since becoming involved in the computer pedophile problem in 1994, I have spent 
a significant amount of my time conducting computer pedophile investigations. The 
vast majority of these investigations have been proactive, however, that nas recently 
begun to change. When I first started working these investigations, many people in 
the criminal justice community believed that pedophiles were not acquiring victims 
online and that I was manufacturing crimes by my posing as a child, unfortunately, 
since 1994 there has been an ever mcreasing number of reported victimizations of 
children that began online. 

The typical computer pedophile is virtually always a white male and usually mid- 
dle or upper socio-economic status. The typical age range is approximately 25 to 45 
years old, although computer pedophiles as young as nineteen and as old as mid- 
fifties have been prosecuted. As the generation that was exposed to computers as 
children ages, the upper age limit will disappear. 

It is just as common for computer pedophiles to be married as not, although it 
is slightly less likely that they have children. Owing to their socio-economic status, 
white collar males are over represented. Very few computer pedophiles have a crimi- 
nal history when they are arrested. 

In understanding the behavior of pedophiles, it is important to first realize that 
it is a sexual orientation. Pedophiles are generally considered to be individuals that 
have a sexual attraction for children, under the age of 18, that are five or more 
years younger in age than the pedophile. This attraction is no different than the 
attraction that a heterosexual adult feels for opposite gender peers. 

Pedophiles have very predictable behavior traits. These traits have been recog- 
nized by courts at all levels throughout the country through their upholding of 
search warrants that were based upon a pedophile profile. Of prime importance to 
law enforcement are studies conducted by various clinical researchers, that have 
found the average child molester will have more thsm seventy victims throughout 
their lifetime. Clinical studies and a wealth of experience by law enforcement offi- 
cers throughout the country show that pedophiles will collect large amounts of child 
pornography that they rarely, if ever, dispose of 

Pedophiles are typically sexually obsessed with children. One computer pedophile 
that I arrested stated that he spends most of his day fantasizing about sex with 
children. Whenever he sees a child, whether in person, in a magazine, or on tele- 
vision, he begins to fantasize about having sex with that child. It is not uncommon 
for computer pedophiles to spend dozens of hours per week engaged in online child 
exploitation. 

It is difficult to gain a clear picture of the child victims of the computer 
pedophiles, although they are generally between twelve and sixteen years of age and 
from middle socio-economic status homes. In many instances, the victims do not see 
themselves as such. An adolescent boy that is unsure of his sexual identity may ex- 
plore homosexuality. These boys, afraid of harassment from their peers, look to the 
gay online community to discuss these issues. The computer pedophiles are all too 
aware of this and seek out these confused boys. They will provide them with dis- 
information and sexually victimize them. This victimization is rarely reported; ei- 
ther the boys believe they are gay and therefore the see they sex as consensual, or 
the boys are embarrassed by what happened said are afraid of peer harassment. 

The victimizations of girls, as with boys, is most often reported by a parent or 
other concerned adult. The girls typically do not see themselves as victims. They 
view the pedophile as a prince that will take them away to live a grand life in a 
castle. 

Pedophiles in general, and computer pedophiles in particular, are very good at 
identifying potential victims. TVpically, they look for children that are loners. On 
a playground, they would look ior ihe child that is apart from the others, the child 
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that is the last to be picked for a team. These same vuhierable children can be 
found online in great numbers. The children may si>end large eunounts of time on- 
line, often looking for acceptance and understanding. The computer pedophiles seek 
out these children and ftilfill the children's emotional needs. By fulfilling these 
needs, the computer pedophile gains the child's trust which allows the pedophile to 
talk the victim into engagmg in sexual acts. After being sexually violated, many vic- 
tims can not articulate why they engaged in the sexual acts with the pedophile. In 
retrospect, they realize it was a mistake. 

From the tmie that pornographic magazines were first published, adolescent 
mcdes have sought out these kinds of materials. Pedophiles have always been aware 
of this and now have a readily available supply of potential victims online. In the 
course of my undercover activities as a child, I have received thousands of porno- 
graphic computer image files, both adult and child. Often the pedophiles will furnish 
adult pornography to a potential victim as a means of opening communications 
about sex. Very often, computer pedophiles will supply jjotential victims with large 
amounts of child pornography. By showing the child large numbers of other similar 
children engaging in sexual acts, the pedophile seeks to show the victim that such 
behavior is normal and pleasurable. 

In the seventies, a child pornography magazine published in Europe called 
"Lolita" soUcited the contributions of readers. In what is perhaps the best illustra- 
tion of the use of child pornography in the victimization of children, one girl appears 
in Eui issue of "Lolita ." In a subsequent issue, a second girl is shown lookiixg at 
the issue containing the first girl. In an even later issue, a third girl is shown look- 
ing at the issue containing the second girl. 

Computer pedophiles prowl the online services and the Internet seeking victims. 
They will answer postings by children seeking pen pals. They will go into "teen" 
chat rooms. In an effort to gain the child's confidence, they wUl sometimes portray 
children themselves, later introducing their "father", "imcle', or "friend." 

Unfortunately, sex pervades our society. Our children are bombarded with sex on 
television, the movies, in music, in advertising, and virtually every other facet of 
their lives. Studies show that children are becoming sexually active at younger ages. 
While the child's reasoning abilities and decision making processes are not yet fiilly 
formed, the child is at least sexually curious. This is a pedophile's delight. Many 
pedophiles, particularly the boylovers, find their child victims in adult sex chat 
rooms. 

When posing as a potential child victim online, it is routine to be simultaneously 
contacted by ten or more pedophiles seeking cybersex, or sometimes real sex, witn 
a child. It is very much akm to a shark feeduig frenzy. 

Through the course of numerous federal prosecutions that I have been involved 
in, deficiencies in the Federal Statutes have come to light. Below, I have attempted 
to set forth these deficiencies and to make suggestions for improvements. Unless 
otherwise noted, all Sections or Chapters refer to Title 18 of the United States Code. 

(1) While child pornography violations under Chapter 110 are classified as 
violent crimes, Sections 2422(b) and 2423, both of which involve the sexual vic- 
timization of children are not. They should likewise be classified as violent 
crimes. 

(2) There exists no forfeiture provision for items involved in the violation of 
Sections 2252A, 2422(b), and 2423, yet there are forfeiture provisions for child 
pornography violations under Sections 2251, 2251A, and 2252. I have been in- 
volved in two Federal investigations of violations of Section 2423 where I was 
forced to forfeit vehicles emd computers through Florida's civil forfeiture laws. 
Forfeiture should apply uniformily to all child exploitation crimes. 

(3) Under the Controlled Substances Act, there is a rebuttable presumption 
that an individual so charged should be detained. No such provision exists for 
Chapter 110 and Sections 2422(b) and 2423. Pedophiles who trade child pornog- 
raphy and seek to engage in sexual acts with children are at least as great a 
threat to our society as drug dealers. An identical presumption should oe cre- 
ated for tmy crime involving child exploitation. 

(4) A typical violation of Sections 2422(b) or 2423 carries a sentence of ap- 
proximately twelve to eighteen months of incarceration. This needs to be signifi- 
cantly increased to reflect the severity of the offense. Likewise, sentences im- 
posed under the guidelines for violations of Chapter 110 need to be increased 
to reflect their severity. 

(5) The Florida child pornography statute contains language that makes the 
possession of each computer image a separate offense. When this is coupled 
with Florida's sentencing guidelines, it results in a sUding scale of punishment 
that directly reflects the severity of the offense. Section 2252 (a)(4XB) merely 
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specifles the possession of three or more child pornographic computer images. 
There should be a provision concerning the possession of fifty or more images 
and its corresponding sentence should be greatly enhanced. Individuals who 
have amassed that amount of child pornography have significantly contributed 
to the sexual exploitation of children. 

(6) There is no clear, controlling court ruling on whether a thumbnail page, 
the electronic equivalent of photographic contact sheet that may contain dozens 
of separate images of child pornography, should be treated as one image for the 
purposes of possession, or whether each individual image should be treated as 
a separate offense. This same question applies to other media such as video- 
tapes. It is not uncommon to find a videotape that contains two or more child 
pornographic images. Should this be treated as one possession or multiple? This 
question becomes even more important when charging the transmission of child 
pornography. Often, multiple image files are placed in an electronic envelope 
called a zip file. This compressed file is then distributed and "unzipped" by the 
recipient. Traditionally, the "package" has been treated as a single violation. 

Each image represents a different victimization of a child and therefore they 
should be treated as separate offenses for their possession and/or distribution. Sec- 
tions 2252 and 2252A should be written to clearly make each image a separate of- 
fense. 

(7) Child erotica can be defined as those items which serve a sexual purpose 
to a pedophile. This may include nude photographs of children, children s cloth- 
ing, and writings about inter-generational sex. Although various items of child 
erotica may have been lawfully seized pursuant to an "expert search warrant", 
a search warrant that identifies the traits of pedophiles emd establishes that the 
target is one, there is no provision for forfeiture of these items. The government 
could be forced to return these items to a convicted pedophile who would con- 
tinue to use the material for sexual fantasies about children. The forfeiture pro- 
visions need to be modified to allow for forfeiture of child erotica. 

(8) Provisions should be made for long probation terms following incarceration 
for child exploitation offenses. Recidivism is high among pedophiles. By allowing 
for extended probation terms, the offender would be under scrutiny for a much 
longer period and probation violations could serve to quickly re-confine an of- 
fender. In Florida, it is not uncommon for persons convicted of child pornog- 
raphy violations to receive five or more years of probation following their incar- 
ceration. 

(9) Create a new crime for the use of child pornography by a pedophile in the 
seduction and victimization of a child. Prima facie evidence of a violation should 
be the sending of such material to a child or someone believed to be a child. 
Likewise, the sending of pornography to a minor or someone believed to be a 
minor should be criminaUzed. 

(10) Specifically mandate the reporting by any government employee or con- 
tractor who, in the course of their employment, b^omes aware of^ Euiy violation 
of Chapter 110 and Sections 2422(b) and 2423; failure to do so should be a 
criminal act. I have heard numerous stories from federal employees of child por- 
nography, found on government computers or admitted to during polygraph ex- 
aminations, not being reported to law enforcement. 

(11) Section 2422(b) needs to be expanded to include the use of a Federally 
Regulated or Federally Licensed FaciUty. In a case that I am presently working, 
the defendtmt utilizea AOL, an interstate facility, to meet a 14 year old boy for 
sex; this conduct violates Section 2422(b). The defendant also utilized a cellular 
telephone, a federally hcensed facihty, to arrange a meeting, however, this con- 
duct does not violate Section 2242(b) as it is presently written. Additionally, al- 
though I am not aware of such a challenge yet. Section 2422(b) does not specifi- 
cally include the Internet. Future legal challenges could be easily prevented by 
merely defining the Internet as an Interstate Facility. 

(12) Although it is the position of the Department of Justice that a Federal 
Magistrate or Federal Judge may issue a search warrant for the obtaining of 
stored electronic conmiunications that reside anywhere in the country, I have 
encountered difficulty in the past. The United States Code uses different defini- 
tions in different applicable sections concerning stored electronic communica- 
tions. Search Warrants for stored electronic communications are more akin to 
subpoenas than to actual search warrants. Typically, they are served on the 
service provider who then provides the information to law enforcement. The 
Code needs to be clarified to reflect the Department of Justice's position. 

(13) In several investigations, I have personfilly encountered computer 
pedophiles utiUzing encryption to conceal tneir crimes. In one instance, al- 
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though sufficient evidence existed to convict the pedophile, we were never suc- 
cessful in breaking the encryption used to conceal the majority of his child por- 
nography. The use of encryption in the commission of any offense should be 
criminalized. As an alternative, a significant sentencing enhancement to the un- 
derlying offense could be created. 

(14) Provide for the long term confinement of sex offenders who meet specific 
criteria. This would be modeled on the Kansas law that was recently upheld by 
the United States Supreme Court. Oflenders who have committed sumciently 
heinous offenses or evidenced a pattern of offenses should be removed from soci- 
ety for its protection. 

(15) Provide for the forfeiture of a pilot's Ucense when it is utilized in the 
commission of a child exploitation offense. In an investigation I conducted last 
year, a pedophile with a pilot's license rented a plane and fiew to Orlando with 
the intention of engaging in sexual acts with 14 year old boys, while airborne. 
After contacting the FAA, 1 learned that a pilot's license can be revoked for of- 
fenses involving drugs, but not child exploitation. Some states, including Flor- 
ida, provide for the forfeiture of any professional or business license upon a fel- 
ony conviction, even one in which the license played no role. 

(16) While there are minimum mandatory sentences of five years for a person 
convicted of child pornography offenses that has a prior child exploitation con- 
viction, no such provision exists for Sections 2422(b) and 2423. The miniTnnm 
five year sentence should be increased to ten years. Anyone who is twice con- 
victed of child exploitation is a clear smd present threat to our society. 

(17) While Section 2259 provides restitution for victims of Chapter 110, there 
is no such restitution provision for Sections 2422(b) and 2423. The provisions 
should apply uniformly. 

(18) With the striking down of the Communications Decency Act, law enforce- 
ment has been left with no tool for dealing with pornographic spam. Spam re- 
fers to advertising email that is sent to tens or hundreds of thousands of recipi- 
ents that did not request it; it is the electronic version of junk mail. It is becom- 
ing common for young children to have email addresses to conununicate with 
their friends and relatives. I have received complaints from parents of these 
children who have found spam containing advertisement for web sites contain- 
ing sexual explicit content. Many of these advertisements have embed links in 
the email that, when clicked on with the mouse, take the recipient to the sexual 
web site. 1 personally receive large amounts of this tjrpe of spam at email ad- 
dresses that I utilize undercover portraying children. (>ur society would not ac- 
cept the mailing of similar advertisements en masse to any name that could be 
found smywhere, some of whom will certainly be children, neither should we 
allow advertisements for pom sites to be sent to email addresses where the re- 
cipient's age is unknown, as the recipient may be a child. 

(19) There should be a difference in the sentencing guidelines between the 
possession or distribution of a child pornographic image and the possession or 
distribution of a child pornographic videotape, film, or video computer file. Cur- 
rently, both classes of materials are treated identically. Clearly, tbe exploitation 
of a child via videotape is more damaging than a single image. 

Child exploitation must be fought by a combined force of federal, state, jmd local 
law enforcement officers. No one level of government can be successful on its own. 
It has been my experience that some cases should be prosecuted in state court while 
others should be federal. The decision where to prosecute an individual is based 
upon numerous factors that change as the facts of each case change. These factors 
may include the attitude of prosecutors at the various levels of government, if the 
defendant's crime is multi-state, the least intrusive venue for the victim, peculiar- 
ities of state or federal statutes, and where the greatest sentence can be obtained. 

The online services emd the Internet span jurisdictional lines. A pedophile in Cali- 
fornia may send child pornography to an undercover agent in Florida. A pedophile 
in Kansas may travel to Florida with the intent to to engage in sex with the child 
being portrayed by an undercover agent. A real child may be lured via the computer 
to travel across the covmtry to be with a pedophile. All of these have occurred and 
have required the cooperation of various law enforcement agencies at all levels. 

During the past three years, child exploitation task forces have started up around 
the country. Additionally, numerous federal, state, and local investigations are un- 
derway. At present, there is no national clearinghouse for these investigations. As 
more law enforcement agencies begin to conduct their own isolated investigations, 
the incidence of one agency investigating another's undercover operation will be- 
came common. This is an obvious waste of a very fmite resoxirce. 
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The FBI has required that all online child exploitation investigations conducted 
by the FBI be coordinated by Innocent Images; this is a visionarv step. While an 
investigation may begin in one location, it may branch off througnout the country 
and may link to other ongoing investigations. 

Last year, I began an investigation mto an individual in Jacksonville, Florida who 
was trading child pornographic video files of preteen children. 1 gained the individ- 
uals confidence through undercover operations as an adult pedophile. Unknown to 
me, a Customs Service investigation elsewhere in the nation had focused on the 
same individual. Had it not been for my placing intelligence information concerning 
the individual into our local task force s newsletter and the Customs case agent in 
Jacksonville happening to read it, a significantly weaker case against the individual 
would have resulted. I was able to coordinate my investigation with the Customs' 
investigation and create an air tight case for prosecution. 

At the Federal level, the FBI, Customs Service, and Postal Service are all engaged 
in online undercover investigations. While there is presently some interchange of in- 
formation, there needs to be a single nationwide clearinghouse for child exploitation 
investigations. The Federal agencies must be mandated to supply all intelligence in- 
formation to the clearinghouse so that it can be analyzed and viable targets 
throughout the country developed. This intelligence must include all evidence ob- 
tained through undercover operations, as well as from search warrants. At present, 
each of the three agencies could be holding evidence of several difierent trans- 
missions of child pornography by the same individual; when viewed in totality, the 
individual clearly needs to be targeted. Currently, this information would not be 
shared and the individual would most likely not be targeted. 

Likewise, the numerous task forces and mdividual agencies throughout the nation 
must provide the fruits of their investigations to a national clearinghouse. While it 
is somewhat easier for the Federal Government to mandate that federal agencies 
must participate than it is to mandate state and local agencies must participate, the 
state and local agencies can be induced to participate. Participation should also in- 
clude the adoption of investigative guidelines and standards. The receipt of federal 
funds by smy task force or mdividual agency for child exploitation investigations 
should be conditioned upon that agency participating in the national clearinghouse. 

The clearin^ouse would collect and fmalyze all of the intelligence information. 
Targeted individuals would then be referred out to participating agencies/task forces 
for mvestigation. The clearinghouse would also serve as a central coordination point 
for undercover operations, including sting operations. 

Innocent Images has amassed a substantial intelligence database. The capabilities 
of this database wiU be significantly enhanced by fiinding slated for this fiscal year. 
Innocent Images should be evolved into the national clearinghouse. 

A recent investigation illustrates what can be accomplished when law enforce- 
ment agencies cooperate. The FBI ofiice in New York City received information from 
a citizen that an individual in Florida was engaging in sexual acts with girls under 
the age of ten, videotaping the acts, making child pornographic computer images 
from the video tapes, and trading the images on the Internet. This information was 
immediately provided to the FBI's Innocent Images. I was contacted by Innocent Im- 
ages and provided with the information. Within 36 hours of the information becom- 
ing known, the individual and one of the victims had been positively identified, a 
strike force of FBI Agents, FDLE Agents, and Sheriffs Office Detectives was assem- 
bled, a search warrant for the defendant's residence obtained and executed, the de- 
fendemt arrested, smd a videotaped confession obtained. Subsequent examination of 
the seized evidence resulted in the defendant being charged in State Court with 
forty-two counts of Capitol Sexual Battery for crimes against two girls, as well as 
the manufacture of child pornography involving those two girls and one other. While 
the third victim had not yet been sexually battered, the defendant was in the course 
of building up to it and would most likely have progressed to this stage within a 
week or two. 

This case also illustrates the need for a specialized team of investigators that can 
respond to an area within hours to conduct similar investigations. It was fortuitous 
that this case happened in the Orlando area where a wide variety of resources can 
be assembled in a brief period. The case required a computer examiner, an expert 
in the interview of child victims, an expert in the interview of pedophiles, as well 
as an investigator with a thorough understanding of child exploitation via computer. 
Had the defendant been located elsewhere, it might have been impossible to assem- 
ble such a team in a reasonable amount of time. With modem air travel and com- 
munications, a rapid response team could be assembled anywhere in the country in 
a timely marmer. The members of the team would not have to work out of the same 
location day to day. Rather, they would form into a team upon assembling for an 
investigation. 
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It should be noted that while it took less than 36 hours to arrest the defendant 
in that case, it took hundreds of man-hours of investigation afterwards to exsunine 
all of the evidence, interview all of the victims, and prepare the case for prosecution. 
This is common in computer pedophile investigations. The undercover work leading 
up to an arrest can take as little as a couple of hours, whereas, the follow-up inves- 
tigation may take weeks. 

These child exploitation investigations require varied investigative skills. In order 
to be successful, the investigator must first understand the medium via which the 
crime is committed. Crimes in cyberspace require an entire subset of investigative 
skills to be able to prove beyond a reasonable doubt that the defendant was the one 
behind the keyboard. In addition to being able to conduct computer crime investiga- 
tions, the investigator must be thoroughly familiar with child exploitation, including 
both jjedophile and victim behaviors. 

While there are a relatively large number of trained sex crimes investigators 
throughout the coxmtry, few have the luxury of specializing in child exploitation and 
the resources to excel in this area. Most have enormous case loads that require 
them to shuffle investigations as quickly as possible. By contrast, excluding the mili- 
tary, there are very few computer crime investigators nationwide. 

The nimiber of investigators nationwide that are assigned to conduct computer 
pedophile investigations on a full-time basis numbers around two or three dozen. 
There are other mvestigators engaged in the part-time investigation of computer 
pedophiles, but their numbers are not significant. Generally, they are sex crimes de- 
tectives who may work a few proactive computer pedophile investigations as their 
caseloads permit. 

Although I work these cases on a full-time basis, I still am burdened with respon- 
sibihties for electronic surveillance, radio conununications, and computer evidence 
recovery. 

One recurring problem that I have observed in federal law enforcement is a lack 
of recognition of the skills necessan' to conduct child exploitation cases in generzd 
and computer pedophile cases specifically. There is a view that any agent is capable 
of investigating any crime. This may be true to a point, however, state £md local 
law enforcement recognized long ago that certain crimes require specialists in order 
to successfully conclude those mvestigations. Child exploitation is unquestionably 
one of those crimes. In the several years that I have Deen conducting child exploi- 
tation investigations, I have continually seen federal agents develop expertise in 
these cases, only to be transferred to another area of investigation. It is critical that 
the existing number of law enforcement officers with expertise in child exploitation 
be maintained and expanded. 

A significant federal initiative is needed to provide child exploitation investigation 
training to all levels of law enforcement. I regularly instruct in a child abuse and 
exploitation class run by the FBI Academy. Urdfortimately, the class is only run once 
or twice per year with approximately twenty-five students per class. Owing to the 
broad nature of the class, the students only receive approximately five hours of 
trsiining specifically relating to computer pedophiles. There needs to be a five to ten 
day training course created that focuses exclusively on child exploitation and con- 
centrates on teaching those skills necessary to investigate computer pedophiles. The 
existing FBI class and instructors could easily form the framework of this new 
training initiative. The class should be designed to train dozens of investigators an- 
nually and should be completely federally funded. 

Likewise, prosecutors at both the state and federal level need to receive training 
in the prosecution of these cases. The Child Exploitation and Obscenity Section of 
the Department of Justice is preparing a training class for federal prosecutors that 
will be held during the second quarter of 1998. A similar class needs to be developed 
for state prosecutors. That training must include an understanding of the online en- 
vironment and how it is used by pedophiles. Where ever possible, one prosecutor in 
each venue should be designated and trained for the prosecution of these cases. 

There is a great need to hold a national conference of law enforcement officers 
and prosecutors who are actively investigating and prosecuting computer 
pedophiles. This conference would be the foundation for the creation of a national 
clearinghouse, as well as allowing for the exchsmge of techniques, intelligence, and 
ideas. A further benefit would be the networking of investigators nationwide. All 
costs of the conference, including the travel and per diem of the participants, should 
be underwritten by the Federal Government. 

Evidence gathering presents a unique problem in these investigations. Just as 
drug evidence must be examined by a trained forensic technologist, so must comput- 
ers. Failure to utilize trained forensic examiners may at best result in failure to find 
evidence and at the worst, result in contamination of the evidence, making it inad- 
missible in court. The problem, however, is that there are very few trained examin- 
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ers throughout the country at any level of law enforcement. This is complicated by 
the fact that even a simple examination may take several days. Complex examina- 
tions may take weeks. 

Even local agencies that are fortunate enough to have a trained examiner fi^e- 
quently do not nave the financial resources to adequately equip them. The startup 
costs for computer hardware and software necessary to properly equip an examiner 
can exceed $35,000; maintaining current hardware and software can cost thousands 
of dollars annually. Computer evidence recovery is a crucial part of £my computer 
pedophile case. 

Large amounts of money need to be invested into the training of law enforcement 
officers at all levels. This includes training investigators to conduct these investiga- 
tions, as well as training computer exanuners. Money is needed for equipping the 
investigators and examiners also. The complete funding, including reimbursement 
for officers' salaries, of child exploitation task forces in areas that nave been deter- 
mined to have high levels of cnild exploitation could make great inroads into the 
prevalence of child exploitation. Child exploitation can never be eliminated, how- 
ever, it should never be allowed to figure as prominently into our society £is it now 
does. 

I have been working with the Florida Attorney General's Office of Statewide Pros- 
ecution to formulate a strategy for minimizing the availability of child pornography 
in the Internet newsgroups. The child pornography is principally confined to a few 
known newsgroups. In an overly simplified manner, the way in which the 
newsgroups work is that the Internet Service Provider (ISP) subscribes to thousands 
of newsgroups. When someone makes a posting to a specific newsgroup, it is sent 
across the Internet. Any ISP that subscribes to that newsgroup will receive that 
posting and maintain it on their system for a set number of days or weeks. Thus 
when a child pornographic image file is posted to a newsgroup that a particular ISP 
subscribes to, the cnild pornography is physically stored on the ISPs computer sys- 
tem. 

Both Federal £md Florida Statutes require that an individual have knowledge that 
the image is child pornography. Our plan is to notify all of the ISPs within Florida 
that certain newsgroups, wnich will be specifically identified, have been found to 
regularly contain child pornography. The letter will place the ISPs on notice that 
should tney provide those newsgroups without removing the child pornography, they 
will be in criminal violation of Florida Statutes. 

Certainly there are First Amendment Rights to free speech that are associated 
with the newsgroups devoted to child exploitation, however, the ISPs should not be 
given carte blanche to store and disseminate child pornography on their newsgroup 
servers via identified newsgroups. If the ISPs do not desire to check every image 
posted to one of the delineated newsgroups to ensure it is not child pornography, 
they could discontinue canying those exploitative groups or they could utilize soft- 
ware that would strip images from postings, but allow text postings in those 
newsgroups. One ISP I spoke to was under the incorrect impression that they were 
required by the First Amendment to carry such newsgroups. If this plan was under- 
taken on a nationwide basis, the prevalence of child pornography contained in the 
news^ups could be radically reduced. 

While in the past, I have taken cases to both state and federal prosecutors, I have 
formed a strong working relationship with the office of the United States Attorney 
in the Middle Kstrict of Florida. Charles Wilson, the U.S. Attorney for this District, 
has made a commitment to prosecuting any child exploitation case that falls within 
the Federal Statutes. Mr. Wilson has also made a commitment to elevating the Cen- 
tral Florida Child Exploitation Task Force into a true task force where members are 
assigned on a full-time basis. Presently, it is more of an intelUgence unit that pro- 
vides its members with known resources from other member agencies when needed. 

Assistant U.S. Attorney Ana Escobar has been assigned primaiy responsibility 
within the Orlando U.S. Attorney's Office for the prosecution of child exploitation. 
This designation of a single prosecutor makes my job as a case agent much easier. 
Just as the investigator must understand what is being investigated, so must the 
prosecutor understand what they are prosecuting. In the past, I nave spent consid- 
erable time educating a different prosecutor for every case in State or Federal 
Court. Ms. Escobar has also been given the responsibility for formulating the con- 
version of the existing task force into a full-time task force, including locating fund- 
ing sources. 

The Middle District of Florida has a very unique child exploitation problem that 
has been brought to light during numerous undercover operations. As the number 
one destination in the United States, there are large numbers of pedophiles who 
travel to Orlando on business or vacation. Investigations have shown that it is com- 
mon for traveling pedophiles to seek out potential child victims in Orlando well in 
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advance of their trips. They will work on the potential victims in hopes of engaging 
in sexual acts when they meet in Orlando. Pedophiles often feel safer molesting a 
child hundreds or thousands of miles from their home. 

Another disturbing aspect of child exploitation in the Orlando area is pedophiles 
from out of the area that bring child victims with them on vacation. Tnere have 
been instances of this involving parents, friends of the family, and sponsors of ex- 
change students, among others. 

The Orlando and Tampa areas are in the process of being designated as High In- 
tensity Drug Trafficking Areas. This designation will bring more than one miUion 
dollars annually to law enforcement in Central Florida for the establishment and 
operation of a multi-agency task force to combat drugs. A funding bill for the cur- 
rent fiscal year will provide $2.4 milUon for the establishment of child exploitation 
task forces. This money, however, is for the entire nation. Countless millions of dol- 
lars are spent annually in anti-drug efforts, only a tiny fraction of that is spent on 
eliminating child exploitation, yet the damage caused to our society by child exploi- 
tation is immeasurable. The coimtless victuns must carry their scars throughout 
their lifetimes. 

It is ironic that in 1994, some of the first computer child pornography that I 
seized during my undercover work in Orlando was actually created in Orlando some 
two decades earlier. After the photographs were made in Orlfmdo, the pedophile 
took the film to Europe where he had it developed and sold it for pubUcation in var- 
ious child pornography magazines. In a further irony, the Special Agent in Charge 
of the Orlando FDLE office at the time that I seized it was the case agent in the 
investigation into its manufacture two decades earlier. 

The child exploitation problem is well beyond the resources of state and local law 
enforcement. A major influx of federal dollars is needed to combat these henious 
crimes. In cyberspace, pedophiles routinely cross jurisdictional lines. In the real 
world, owing to our highly mobile society, pedophiles regularly cross jurisdictional 
lines. Federally funded task forces must be established throughout the coimtry. The 
ftmding must completely underwrite the costs, including officers' salaries. Likewise, 
additional federally funded smd highly trained prosecutors are needed at both the 
federal and state level to prosecute the avalanche of child exploitation cases. 

Unlike drug trafficking, there is no one looking to take the place of em arrested 
pedophile. A concentrated effort at all levels, aimed at pedophiles engaged in child 
exploitation, could have significant impact on the problem. 

Never before in history has there been a better time to be a pedophile than today; 
both child pornography and child victims are readily available via computer. Never 
before in history has law enforcement had £ui opportunity to impact child exploi- 
tation as can be done now via computer. For many years, we have been waging a 
war against illegal drugs. The time has come for a declaration of war against child 
exploitation. 

Mr. McCoLLUM. Thank you, Mr. Rehman. Ms. Cleaver, you are 
recognized. 

STATEMENT OF CATHY CLEAVER, DIRECTOR OF LEGAL 
POLICY, FAMILY RESEARCH COUNCIL 

Ms. CLEAVER. Okay. Good morning, Mr. Chairman and members 
of the subcommittee. Dave Barry describes the Internet as a 'world- 
wide network of university, government, business, and private com- 
puter systems run by a 13-year-old named Jason." This draws a 
smile precisely because we acknowledge the high proficiency of our 
children on computers; a proficiency that far surpasses that of their 
parents. In fact, many parents know only that which their children 
have taught them about the Internet, making the Internet as ac- 
cessible to many children as it is inaccessible to many adults. 

Now, each week at Family Research Council, we receive tele- 
phone calls and letters from people horrified by what their children 
are encountering online. Now, I'm not here to indict the Internet 
or to say that pedophiles and pornographers dominate this new me- 
dium, but rather to highlight the fact that the Internet provides 
new and greater opportunities for harm to children. This morning, 
111 briefly address the issue of children's easy access to pomog- 
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raphy and predators' access to children, and I refer members to my 
written testimony for further information. 

I'd also like to recommend an excellent new Little Book, written 
by Zachary Britton, and published by Harvest House for a Feb- 
ruary release, called Safety Net: Guiding £md Guarding Your Chil- 
dren on the Internet, for more information. 

The Wsishington Post has called the Internet the largest pornog- 
raphy store in the history of mankind. There are an estimated 
72,000 pornographic sites on the World Wide Web alone, with ap- 
proximately 39 new explicit sites everyday; everyday. There's al- 
ways discussion about whether or not you can accidentally come 
across pornography online. Well, it's absolutely clear that you can. 
A career-minded child can innocently select a link to a page called 
"Working Men," and be confronted with men working together with 
no clothes on. 

Further, as Zachary Britton reports in his new book, not all acci- 
dental pornography is accidental. When Pathfinder landed on Mars 
last Jiily, millions of people took to the Internet to look at the 
beautiful photographs the robot was sending back. An Internet 
video stripper company foresaw the interest that would be created 
by the NASA website and created another website with the same 
name but a different extension, NASA.COM instead of NASA.GOV. 
So, over a million people a day were subjected to the video stripper 
content when they typed NASA in their browser's address bar. 

In addition, it's not uncommon to receive unsolicited email mes- 
sages that contain strong sexual conduct and hyperlinks to porno- 
graphic websites. With a commonly used email software, it literally 
takes just one click of a moxise to be viewing a pornographic 
website. 

Here are just a couple of excerpts from the many, many letters 
we receive. A man from Minnesota wrote us sajdng, "I am a 23- 
year-old male currently on probation for sexually assaulting chil- 
dren. Before my conviction and my serving of two—"only 2 years— 
"in the juvenile facility, I became addicted to pornography. I had 
not, however, seen any type of child pornography until I went to 
school—"this is not college—"where there was an Internet connec- 
tion." 

A father from Washington, DC. wrote, "My son called me and 
said, Tou're not going to believe this. Our teacher wanted us to get 
familiar with the Internet and told us to log on and surf the net. 
I logged on to Yahoo and chose movies as my search. One more 
click and suddenly I was face-to-face with triple X-rated pictures on 
my screen." 

And, finsdly, a mother from Alaska contacted us and told us, "My 
13-year-old son chose the imfortunate screen name of Studmuffin. 
One day, he was a sent an email with an unidentified attachment. 
When he opened it up, it was a close-up photograph of two people 
engaged in a sex act." 

Now, note, that each of these extmiples are situations where chil- 
dren viewed pornography at school where the diligence of their par- 
ents covdd do nothing to protect them. 

Now, tviming to predators. An adult who signs on to an AOL 
chat room as a 13-year-old girl is hit on 30 times within the first 
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half an hour. Here are just a few of the less highly publicized sto- 
ries we've become aware of 

Two Long Island men were recently indicted of sexually abusing, 
raping, and sodomizing a 13-year-old girl they met on the Internet. 

Another man traveled to Texas intending to molest a 15-year-old 
girl he met in an Internet teen chat room where he had told the 
girl he was 18. After a number of sexually oriented telephone con- 
versations, he bought the girl a plane ticket to San Jose, but when 
she didn't use it he came to her house. 

And, finally, two Houston men were arrested for sexually as- 
saulting two 15-year-old boys. The men operated a gay oriented 
bulletin board called "Lifestyles" that they used to meet dozens of 
boys in the Internet—in the Houston area. 

And now, just a brief word about laws. Federal laws which com- 
pletely prohibit the distribution of child pornography and obscenity 
do apply online. So, with the great respect I have for the members 
of law enforcement that are testifying here today and who obvi- 
ously take this issue seriously, there's not enough enforcement of 
these laws that are currently in place, jmd the subcommittee may 
want to examine whether laws are being adequately enforced. But, 
adults are currently free to send pornography that is neither ob- 
scene nor child pornography directly to children without legal re- 
course. This creates the following irony: publishers and distributors 
of pornographic magazines and videos are legally forbidden from 
selling, renting, or displaying these videos in magazines to children 
in a bookstore or a video store. Yet, the same publishers and dis- 
tributors are free to sell, display, euid provide these same maga- 
zines and these same videos to children online. This was the what 
the CDA was attempting to address. 

As for stalking and seduction, last yesir, the Communications De- 
cency Act prohibited, for the first time, the use of a means of inter- 
state commerce, such as the Internet, for the purpose of enticing 
or attempting to entice a minor to engage in a criminal sex act. The 
question, therefore, ag£iin, turns to enforcement of a currently ex- 
isting law. 

The subcommittee might also want to address the question of 
whether penalties for these crimes £ire sufficient. It's not at aU sur- 
prising that the parents of this—of a teirget of the convicted Rock- 
ville pedophile we've heard about who contacted 100 young girls 
online, smd had sex with one of them, these parents were outraged 
when he received only 2 years in prison; the maximum under Fed- 
eral sentencing guidelines. So often, when the penalties seen tough, 
sentencing guidelines prohibit them from being tough in practice. 
This may be an issue that the subcommittee might want to ad- 
dress. 

And a final quick word about filtering software. Every effort 
should be made to protect children online including the use of soft- 
ware designed to block pornography and guard children's personal 
information. But at a rate of 40 new sites a day, it's impossible for 
software to be completely effective, and the most sophisticated soft- 
ware can only be effective where it's installed; makes sense. Yet, 
children are beginning to have access to many computers that don't 
have filtering software, such as computers in schools; down the 
street at the neighbors house, and even in the public libraries. The 
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American Library Association refuses to install blocking software 
on library computers even for illegal material and even when chil- 
dren only are using these computers. So, it is terribly short-sighted 
for anyone to believe that software alone can protect children from 
the dangers online. 

I commend the subcommittee for investigating the dangers posed 
to the children on the Internet, and thank you so much for the op- 
portunity to address this issue. 

[The prepared statement of Ms. Cleaver follows:] 

PREPARED STATEMENT OF CATHY CLEAVER, DIRECTOR OF LEGAL POLICY, FAMILY 
RESEARCH COUNCIL 

Mr. Chairman and Members of the Subcommittee: 
I want to express my sincere appreciation for the opportunity to address this dis- 

tinguished Subcommittee on the important issue of the dangers posed to children 
on the Internet. 

Dave Barry describes the Internet as a "worldwide network of university, govern- 
ment, business, £md private computer systems, run by a 13-year old named Jason." 
And this description draws a smile precisely because we acluiowledge the advanced 
computer literacy of our children. Most children demonstrate a computer proficiency 
that far surpasses that of their parents, and many parents know only what their 
children have taught them about the Internet. In fact, one could go so far as to say 
that the Internet is as accessible to many children as it is inaccessible to many 
adults. 

Each week we receive telephone calls and letters from parents and other con- 
cerned citizens horrified by what children are encountering online. There is a grow- 
ing sense of frustration that this wonderful new technology, with all of its promise 
for education, commerce, and communication—especially for the next generation— 
is being misappropriated by those who would exploit the Internet's capabilities. 

Now I want to be clear that I'm not here to indict the Internet, or to say that 
pedophiles and pomographers dominate this new medium. Rather, the question is: 
does the Internet provide new and greater opportunities for harm to children. And 
I think the iuiswer is: yes. 

I would like to briefly cover two areas: (1) children's easy access to pornography 
and (2) pedophiles' easy access to children, in addition to addressing the laws which 
currently exist related to these matters. 

I would like to recommend to the Subcommittee an excellent new book written 
by Zachary Britton and published by Harvest House to be released next February 
called SafetyNet: Guiding and Guarding Your Children on the Internet for descrip- 
tions of the problems and explanations of the technology. 

1. CHILDREN'S ACCESS TO PORNOGRAPHY. 

There are an estimated 72,000 pornographic sites on the Woridwide Web alone, 
with approximately 39 new explicit sex sites appearing every day. The Washington 
Post has called the Internet the largest pornography store in the history of man- 
kind. 

There is always discussion about whether or not you can accidentally come across 
pornography on-line. Well, it is absolutely clear that you can: a career-minded child 
can innocently select a link to a page called "Working Men" and be confronted with 
men "working^ together without any clothes. 

Further, as Britton reports in his new book, not all accidental pomographv is "ac- 
cidental." When Pathfinder Itmded on Mars last July, millions of people took to the 
Internet to look at the beautiful photographs the robot was sending back. An Inter- 
net video stripper company foresaw the interest that would be created by the NASA 
Web site ana created another Web site with the same name but different exten- 
sions—"nasa.com" instead of "nasa.gov." So, over a million people a day were sub- 
jected to the video stripper content when they typed "nasa in their browser's ad- 
dress bar. 

In addition, it is not uncommon to receive imsolicited e-mail messages that con- 
tain strong sexual content and hyperlinks to pornographic Web sites. With a com- 
monly-used e-mail software (e-mail cUent software that can display HTML docu- 
ments), it literally takes just a single mouse click to be viewing a pornographic Web 
site. 

Here are just a few of the many examples of stories reported to us from around 
the country on the issue of children's access to Internet pornography: 
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1. A man from Indiana wrote to us, saying: 
"My job requires frequent use of the Internet. I bristle when I hear people 

say there is not much pornography on the Internet, or that it is not easily avail- 
able. . . . ITJhe thing that really stunned me is the presence of child pornog- 
raphy on the Internet. I was grieved when I stumbled on to some homepages 
of child molesters complete with pictures and boasting about their perver- 
sion. . . . Typically, there is nothing to keep a "net surfer" from viewing what- 
ever he desires." 

2. A man from St. Bonifacius, MN wrote to us, saying: 
3. "I am a 23 year old male, currently on probation for sexually assaulting chil- 

dren. Before my conviction and my serving of two years in a juvenile facihty, I be- 
came addicted to pornography. I had not, however, seen any type of child pornog- 
raphy until I went to school, where there was an Internet connection. In a moment 
of spiritual weakness, I searched for it . . . and came across a link that had quite 
a few different categories. . . . I do not want any more victims because of this." 

4. A father from Washington, D.C. wrote: 
"My son called me and said: You are not going to believe this. Our teacher 

wanted us to get familiar with the Internet and told us to log on and surf the 
net. I logged on to Yahoo and chose 'movies' as my search. [One more click) and 
suddenly I was face to face with triple X-rated pictures on my screen." 

5. A mother from Alaska contacted us, and told us: 
"My 13-year old son chose the unfortimate screen name of 'StudmufFin.' One 

day he was sent an email with an unidentified attachment. When he opened 
it up, it was a close-up photograph of two people engaged in a sex act." 

6. A mother from Franklin, KY wrote: 
"My son's local high school uses SurfWatch. It is a program intended to 

screen out pornographic or other vulgar web sites, but it fails drastically. He 
has run into plenty of other students who know how to get around SurfWatch, 
and view anything £md everything they please (all within the library walls)." 

II. PEDOPHILES' ACCESS TO CHILDREN. 

Pedophiles use the Internet to trade child pornography and to contact children. 
An adult who signs onto an AOL chat room as a 13-year old girl is hit on 30 times 
within the first half an hour. 

Here are a just a few of the less highly publicized stories we've become aware of: 
1. Two Long Island men were recently indicted of sexually abusing, raping, 

and sodomizing a 13 year old girl they met on the Internet. They also photo- 
graphed and videotaped their acts with the girl. (New York Post, Wednesday, 
March 26, 1997.) 

2. Another man traveled to Texas intending to molest a 15 year old girl he 
met in an Internet a teen chat room, where he had told the girl he was 18. After 
a number of sexually oriented telephone conversations, he bought the girl a 
plane ticket to San Jose. When she didn't use it, he came to her house and tried 
to persuade her to go immediately with him to the airport, but he fled when 
a neighbor intervened. (Chronicle Peninsula Bureau, May 17, 1996.) 

3. Two Houston men were arrested for sexually assaulting two 15 year old 
boys. The men operated a gay-oriented bulletin board called "Lifestyles" that 
they used to meet dozens of boys in the Houston area. They used the chat rooms 
to make contact with boys and then invited them to their store, where they 
would molest them. (Houston Chronicle, Dec. 4, 1995.) 

4. An Orlando man met a 15 year old Western Maryland girl in a Prodigy 
chatroom and encouraged her to run away from home and meet him in Orlando, 
where he raped her in a hotel room. (The Washington Times, August 30, 1995.) 

III. RELEVANT LAWS. 

As you know, federal laws prohibiting the distribution of child pomo^aphy £md 
obscenity do apply to and cover computer transmission of such material. These laws 
prohibit the distribution of such material to adults and children alike. Since these 
laws are in place to deal with the worst of the material on-line, this Subcommittee 
should consider looking at the issue of whether they are being adequately enforced. 
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With all due respect to the members of law enforcement who are testifying here 
today and who obviously take this issue very seriously, the laws in general are not 
being adequately enforced, and that issue may be worth closer study. 

But as to pornography that is neither obscene and nor depicting children, the situ- 
ation is somewhat different. The portion of the Communications Decency Act that 
was recently struck down was an effort to address the distribution of non-obscene 
pornography to children. Unfortxinately, adults are currently free to send non-ob- 
scene pornography to children without legal recourse. This creates the following 
irony: pubUshers and distributors of pornographic magazines or videos are legally 
forbidden from selling, renting, or displaying them to children in a bookstore or 
video store; but the same publishers and distributors are free to sell or display those 
same magazines and videos to children on-line. I understand that the purpose of 
this heanng is to explore problems and not solutions—but I simply point out the 
disparity in application of child-protective laws on-line and off-line as one potential 
source, or exacerbation, of the problem. 

Federal laws addressing child exploitation have been slow to come about. For in- 
stance, it was not until December of 1995 that it was even a crime to cross state 
lines for the purpose of engaging in sex with a minor; before then, only interstate 
travel for prostitution was illegal. And last year, the Communications Decency Act 
prohibited for the first time the use of a means of interstate commerce, such as the 
Internet, for the purpose of enticing or attempting to entice a minor to engage in 
a criminal sex act. So, as with obscenity and child pom activity, some good laws 
are there, but the question of adequate enforce should be addressed. 

In addition, federal sentencing guidelines limit punishment for first offenses of 
these type of crimes to two years in prison. So, it is not surprising that the parents 
of a target of a convicted Rockville pedophile who had contacted 100 young girls on- 
line and had sex with one 14-year-old were outraged when he received only 2 years 
in prison. Sentencing guidelines for these crimes must also be addressed. 

A quick word about filtering software. Every effort should be made to protect chil- 
dren on-line, including the use of software designed to block pornography and guard 
children's personal information. But at a rate of 39 new sites a day, it is impossible 
for software to be completely effective. And the most sophisticated software can only 
be effective where it's installed; children are beginning to have access to many com- 
puters that don't have filtering software, such as computers in schools, down the 
street at the neighbor's house, and even in public libraries. The American Library 
Association refuses to allow libraries to use blocking software on library computers, 
even for illegal material, and even when children are using the computers. So it is 
terriblv short-sighted for anyone to believe that software alone can protect children 
from the dangers on-line. 

CONCLUSION 

No one can doubt that the Internet is a technological revolution of enormous pro- 
portion, with outstanding possibilities for human advancement. Yet we must face 
the fact that, through the Internet, children are accessing pornography and preda- 
tors are accessing children. We have got to start considering what kind of society 
we'll have when the next generation teams about human sexuality from the Inter- 
net. What does Internet pornography teach children about intimate relationships? 
What do chat rooms teach Uttle girls about themselves and their worth? 

I commend this Subcommittee for investigating the dangers posed to children on 
the Internet and appreciate the opportunity to present these conunents. 

Mr. McCOLLUM. Thank you, Ms. Cleaver. Mr. Reid. 

STATEMENT OF PAUL J. REID, DETECTIVE, ARLINGTON 
COUNTY POLICE DEPARTMENT 

Mr. REID. Good morning, Mr. Chairman, members of the sub- 
committee. For the past 2 years I have worked with the FBI on the 
Innocent Images Task Force. During those years, I have focused 
my efforts in two areas in reference to child exploitation on the 
Internet. 

First, I started working on individueds who trade in the child 
pornography online. I have found both adult pornography and child 
Eomography easily attainable online. Secondly, and what I feel to 

e the most serious of the offenders, I began to work what the task 
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force refers to as "traveler cases." These are individuals who are no 
longer just satisfied with trading kiddy pom but take the next step 
to actually meet minor children for the purpose of gratifying them- 
selves through sexually illicit conduct. 

When I first started investigating pedophilia it was mostly 
through complaints from parents concerned about an adult at a 
local park talking to their children; a teacher observing an individ- 
ual constantly around the school, recreation centers, or things of 
that nature. 

Today, the Internet has become a dream come true for the 
pedophile. It takes the playground from the street and puts it right 
into their home where they can cultivate potentizil victims in se- 
crecy and in seclusion. These child molesters enter chat areas 
where children frequent usually profiling themselves as minors. 
Many of the service providers enable them to view a list of online 
customers by checking profiles of screen names of people online. 
Once a target in a preferred age range is located that child is then 
contacted. 

While online posing as a young female myself, I have been con- 
tacted by numerous individuals in these preteens chat rooms and 
rooms created specifically for young people or through instant mes- 
sages. Some take no time in establishing what they are about and 
talk in sexually explicit text, while others are more cautious in tak- 
ing their time and careful in evaluating a potential victim. 

Pornography is readily available; legal for the pedophiles to ob- 
tain, and is often sent to a potential victim in an attempt to lower 
their inhibitions. Text conversation will often lead to cybersex and/ 
or convincing the child to give them their phone number to have 
phone sex. They will ask for screen names of their friends who are 
online, and have them send pictures of them and their friends ei- 
ther via computer or U.S. mail. 

I have had them talk me through the process by which one can 
have their picture, a pic, loaded onto a disk by a commercial vendor 
and installed onto their own computer so that they can send it to 
whomever. Conversations will increase and be sexually graphic. 
The pedophile will tell them, gradually over time, that they're a lit- 
tle older; wait for a reaction, and then further manipulate the child 
into convincing them that sex with an adult is normal. I have read 
numerous text conversations recovered by search warrants, done by 
the task force, we have served on pedophiles subsequent to their 
arrest. In many cases, although the child has become aware of the 
age difference, ultimately, they do agree to meet with their molest- 
ers. 

Child pornography is often sent to a child to further demonstrate 
that this is a normal activity. The ultimate objective of the 
pedophile is to meet that child. I have investigated cases where 
they have traveled great distances to engage in their illicit sexual 
relations with a minor. They treat their child friend with gifts, 
money, and enhance the relationship explaining that this is their 
secret. Many of them will bring cameras with them to photograph 
their victims. 

A case that was recently investigated by the Innocent Images 
Task Force in which I was the lead investigator was recently adju- 
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dicated. This case, I feel, illustrates how a pedophile used the com- 
puter to benefit his illicit sexual desires. 

The parents of 12-year-old female reported that a man known 
only to them by the screen name of "DeLiteEd" had been commu- 
nicating with their daughter on America Online. They had allowed 
her to meet this individual at a local library thinking that he was 
a male similar in age to that of their daughter. The parents drove 
their daughter to the library and were to attend a meeting, them- 
selves, in another location at the building. A suspicious mother left 
her meeting to check on her daughter and meet who she thought 
was going to be a young man that her daughter had been cor- 
responding with on America Online. She was shocked to see her 
daughter conversing with an older man. Subsequent investigation, 
revealed that this man, who I will call Ed, was 64-years of age. The 
12-year-oId stated that she was about to leave the library with Ed 
to go to his car where she believed they would engage in sexual ac- 
tivity as "DeLiteEd" had planned. 

Subsequently, I assumed the AOL screen name and online iden- 
tity of the complaintant's daughter. A fictitious 13-year-old female, 
screen name "xqcsxqcs" who I gave a true name of Cris, was intro- 
duced to Ed by this screen name, and "xqcsxqcs" began to cor- 
respond with Ed via AOL. In January and February 1997, Cris 
communicated extensively with Ed. Ed sent numerous sexually ex- 
phcit messages over America Online. On February 10 and 11, Ed 
transmitted two image files containing photographs of children en- 
gaged in sexual activity via AOL to Cris. On February 18th, 1997, 
Ed communicated via AOL with Cris and planned to meet in per- 
son on February 19th in Arlington, Virginia for the purpose of hav- 
ing sex. On Februeuy 19th, Ed did travel to Arlington, Virginia and 
approached Cris who was actually an undercover FBI Agent. Ed 
was arrested for interstate travel with the intent to have sexual 
intercourse with a juvenile. 

A seeirch warrant wjis executed at Ed's residence located in Rock- 
ville, Maryland. Seized fi"om the location was the defendant's com- 
puter equipment along with several letters resulting in the discov- 
ery of other victims. A 13-year-old female victim was identified in 
Atlanta, Georgia who stated that Ed had traveled during November 
1996 from Maryland to Georgia and had engaged in sex with her. 
The task force also determined that Ed had traveled to Pennsyl- 
vania and on two occasions to New Jersey for the purpose of engag- 
ing in sex with a minor. 

Further investigation revealed that Ed had communicated with 
over 200 females online. These conversations were extensive and 
sexually explicit in nature. On July 11, 1997, Ed plead guilty to 
interstate travel for the purpose of engaging in sex with a minor. 

The profile of Ed is similar to many other pedophiles that I have 
investigated and interviewed. Ed is a wealthy, well-educated man. 
He is married to a woman who held a high a governmental office 
and himself was a successful computer consultant. He maintained 
a list of target victims; retmned volumes of his conversations with 
the numerous children he had communicated with, and in many 
c£ises, had cybersex with. 

I have found that these individuals, once arrested, they are arro- 
gant; they have little or no remorse about their actions; they blame 
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their demise on the child indicating that the child wanted it, and 
the child enticed them. Most of these individuals we have encoun- 
tered from the task force cases have the resources to hire high 
quality counsel to represent them and will explore every avenue to 
gain their freedom. Seldom do they cooperate with law enforce- 
ment. 

I strongly feel that the multi-jurisdictional task force approach 
provided by the FBI Innocent Images Task Force needs the support 
of local and Federal law enforcement agencies. The tracking and 
apprehension of these types of crimes is far reaching, requiring 
multi-jurisdictional cooperation. 

Mr. Chairman, I believe you have before you some literature that 
I've given you. This is in reference to the case that I had just men- 
tioned. If I could just explain the letter that you have there. The 
young lady that was online, Cris, had just moved into the area, and 
she was going to school to see a guidance counselor. The letter that 
was sent by Lytle (Ed) which is sexually graphic is about this girl 
going to see a guidemce counselor zmd what happens to her there. 
The following text is the actual text that lead up to the actual 
meeting in which this girl did go to meet this individual. And that 
concludes my statement. 

[The prepared statement of Mr. Reid follows:] 

PREPARED STATEMENT OF PAUL J. REID, DETECTIVE, ARLINGTON CJOUNTY POLICE 
DEPARTMENT 

For the past two years I have worked with the FBI on the "Innocent Images Task 
Force." I have focused my efforts on two areas in reference to child exploitation on 
the Internet. I worked on individuals who trade in child pornography on-line. I have 
found both adult pornography and child pornography easily attainable. Secondly, 
and what I feel to be the most serious of offenders, I began to work with what the 
task force refers to as 'Traveler Caaes." These are individuals who are no longer 
just satisfied with trading kiddie pom but take that next step to actually meet 
minor children for the purpose of gratifying themselves through sexually illicit con- 
duct. 

When I first started investigating pedophiles it was mostly through complaints 
from parents concerned about an adult at tne local park talking to children, a teach- 
er observing an individual constantly around the school or recreation centers, etc. 

The Internet has been a dream come true for a pedophile. It has taken the play 
ground from the street and put it into their home where they can cultivate potentiaJ 
victims in secrecy, and in seclusion. 

These child molesters enter chat areas where children frequent, usually profiling 
themselves as minors. Many of the service providers enable them to view a list M 
on-line customers by checking profiles of screen names on-line. Once a target in 
their preferred age reinge is located, the children are contacted. While on-line posing 
as a young female, I have been contacted by numerous individuals in these pre-teen 
chat rooms and rooms created for young people, or through instant messages. Some 
take no time in establishing what they are about £md talk in sexually explicit text, 
while others are more cautious in taking their time to carefully evaluate a potential 
victim. 

Pornography is readily available, legal for them to obtain, and is often sent to a 
potential victim in an attempt to lower their inhibitions. Text conversations often 
will lead to "Cyber Sex," anchor in convincing the child to giving them their phone 
number to have phone sex. They will ask for screen names of their friends who are 
on-line and have them send pictures of them and their friends either via computer 
or U.S. Mail. I have had them talk me through the process by which one can have 
their picture (PIC) loaded onto a disk by a commercial vendor and installed to their 
computer so they can send it to them. Once the pedophile is comfortable that they 
have a potential victim, the manipulation begins. Conversations will increase in sex- 
ually graphic text. The pedophile will tell them gradually over time that they are 
a little older, wait for a reaction, then further manipulate the child convincing them 
that sex with an adult is normal. I have read numerous text conversations recovered 
by search warrants we have served on pedophiles subsequent to their arrest. In 
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many cases, although the child has become aware of the age difference, they ulti- 
mately did agree to meet with their molesters. 

Child pornography is often sent to the child to further demonstrate that this is 
a normal activity. The ultimate objective of the pedophile is to meet the child. I have 
investigated cases where they have traveled great distances to engage in their illicit 
sexual relations with a minor. They treat their child friend with gifts, money and 
enhance the relationship explaining that this is their secret. Memy of them will 
bring with them cameras to photograph their victims. 

A case that was investigated by the "Innocent Images Task Force" in which I was 
the lead investigator was recently adjudicated. This case I feel illustrates how a 
pedophile used the computer to benefit his illicit sexual desires. 

The parents of a 12 year old female reported that a man known to them only by 
the screen nemie "DeLiteEd" had been communicating with their daughter on Amer- 
ica On-line (AOL). They had allowed her to meet with this individual at a local U- 
brary, thinking that he was a male similar in age to their daughter. The parents 
drove their daughter to the library and were to attend a meeting themselves at an- 
other location of the building. A suspicious mother left her meeting to check on her 
daughter £md to meet this young man with whom her daughter had been cor- 
responding with on AOL. She was shocked to see her daughter conversing with an 
older man. 

Subsequent investigation revealed that this man was Don Lytle, 64 years of age. 
The 12 year old stated that she was about to leave the library with Lytle to go to 
his car where she believed they would engage in sexual activity as "DehteEd" had 
planned. 

Subsequently, I assumed the AOL screen name and the on-line identity of the 
complainant's daughter. A flcticious 13-year-old female screen name "xqcsxqcs", true 
neune Cris, was introduced to Lytle by this screen name and "xqcsxqcs" began to 
correspond with Lytle via AOL. 

In January and February 1997, Cris communicated extensively with Lytle. Lytle 
sent numerous sexually explicit messages over AOL. On February 10 and 11, 1997, 
Lytle transmitted two image files containing photographs of children engaged in 
sexual activity via AOL to Cris. 

On February 18, 1997, Lytle communicated via AOL with Cris and planned to 
meet in person on February 19, 1997, in Arlington, Virginia, for the purpose of hav- 
ing sex. On February 19, 1997, Lytle traveled to Arlington, Vii^nia, and ap- 
proached Cris, who was actually an undercover FBI Agent. Lytle was arrested for 
mterstate travel with the intent to have sex with a juvenile. 

A search warrant was executed at Lytle's residence, located in Rockville, Mary- 
land. Seized from that location was the defendant's computer equipment, along with 
several letters resulting in the discovery of other victims. A 13-year-old female vic- 
tim was identified in Atlanta, GeorKJa, who stated that Lytle had traveled during 
November 1996, from Maryland to Georgia and had engaged m sex with her. The 
task force also determined that Lytle traveled to Pennsylvania and on two occasions 
to New Jersey, for the purposes of engaging in sex with a minor. 

Further investigation revealed Lytle had communicated with over 200 females. 
These conversations were extensive and sexually explicit in nature. 

On July 11, 1997, Lytle pled guilty to Interstate Travel for the Purpose of Engag- 
ingin a Sexual Act With a Minor, Title 18, U.S.C, Section 2423 (b). 

The profile of Don Lytle is similar to many other pedophiles that I have inves- 
tigated and interviewed. Don Lytle is a wealthy, very well educated man. He is mar- 
ried to a woman who held a high governmental office and himself was a successful 
computer consultant. He maintained a Ust of target victims, retained volumes of his 
text conversations with the numerous children ne had communicated with and in 
many cases having "Cyber Sex" with them. 

I have found that these individuals, once arrested, are arrogant and have little 
or no remorse about their actions. They blame their demise on the child, indicating 
that the child wanted it, the child enticed them. Most of these individuals we have 
encountered from the task force cases have the resources to hire high quality coun- 
sel to represent them and will explore every avenue to gain their needom. Seldom 
do they cooperate with Law Enforcement. 

I strongly feel that the multi-jurisdictional task force approach, as provided by the 
FBI Innocent Images Task Force, needs the support of local and federal law enforce- 
ment agencies. The tracking and apprehension of these types of crimes is far reach- 
ing, requiring multi-jurisdictional cooperation. 

Mr. McCOLLUM. Thank you very much, Mr. Reid. In the informa- 
tion that you've given us and in your testimony it appears that the 
Lytle case involved a sentence of only 2 years, and  
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Mr. REID. That's correct. 
Mr. McCoLLUM [continuing]. And that for contacting over a hun- 

dred young girls onhne and having sex with at least one 14-year- 
old. Is that correct? 

Mr. REID. That is correct, sir. 
Mr. McCoLLUM. At this juncture, the prosecutor actually sought 

even a larger sentence, did he not? 
Mr. REID. He did seek an upward departure; yes, sir. 
Mr. McCOLLUM. But he didn't get much of one. 
Mr. REID. NO, he didn't. 
Mr. McCoLLUM. NOW, we have Federal laws that would have al- 

lowed either 10 years or 15 years for the actual assault—probably 
more than that—but the judge in that case was obviously reluctant 
to do so. Mr. Wiley, do you find that to be true generally that 
judges are reluctant to depart from the guidelines in these kinds 
of cases or do you have enough experience to know? 

Mr. WILEY. Mr. Chairman, I don't have enough experience to 
know on the exact sentences, but, generally, from the information 
I've seen, two to 3 years is a fairly high sentence. 

Mr. McCoLLUM. Mr. Rehman, what about you? Do you think the 
judges are reluctant to depart from the guidelines, which you've in- 
dicated in your testimony are too low? 

Mr. REHMAN. Yes, sir. In my experience, I have had a few Fed- 
eral judges who have upwau-dly departed, however, the upward de- 
partures, typically, only added an additional 6 to 12 months to the 
sentence. I would agree with Mr. Wiley that it's probably, on aver- 
age, for child pornography cases, pretty much regardless of the se- 
verity of the offense, 30 months is almost a given sentence pretty 
much throughout the country. 

Mr. McCoLLUM. Now, Xderalte, who plead guilty to and has con- 
victed of traveling interstate for the piu-pose of having sex with a 
minor, was sentenced to 1 month in jail, 5 months home detention, 
2 years probation, and a $6,000 fine. Mr. Wiley, is that an ade- 
quate sentence someone like this? What should we think of it? 

Mr. WILEY. Well, it's hard for me to say exactly. I think it speaks 
for itself whether it's adequate or not, Mr. Chairman. For an indi- 
vidual to travel interstate to meet with a 14-year-old and is sen- 
tenced to 1 month in jail, I don't know if there were extenuating 
circumstances and what was taken into consideration. As I pre- 
viously stated, the sentences generally range from two to 3 
years- 

Mr. McCoLLUM. But would two to 3 years- 
Mr. WILEY [continuing]. And many of them are less than that, 

sir. 
Mr. McCOLLUM. In the case of the Lytle matter, which Mr. Reid 

testified to, you actually had an assault, contact with over 100 
young girls online, and so forth. However, let's assume Xderalte 
only had contacted one gril—that you had proof of—and he had no 
previous convictions. Do you think that a 1 month sentence, a 
small fine, and probation would be the common sentence? Is that 
the norm? 

Mr. WILEY. Mr. Chairman, I think people who are willing to 
travel to meet with minors to have sex is probably the most egre- 
gious problem in crimes against children. Much more so than indi- 
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viduals that are trafficking in child pornography, and I think peo- 
ple that are willing to travel should get the most harsh sentences. 

Mr. McCOLLUM. I am deeply disturbed by the apparent sentenc- 
ing that's going on in this area—whether it's the guidelines or our 
laws or prosecutions. I'm also disturbed, Mr. Wiley, by what I'm 
sure you're very familiar with: this Weekly Standard piece in April 
1997 discusses the FBI's database as having 4,000 names in it at 
that time. Of those suspects, I think we now have 152 convictions 
that you've related to us. They are very critical in the article of the 
failure to prosecute more, the failure to do more in the investiga- 
tions, and so on. Can you respond to that? 

Mr. WILEY. Mr. Chairman, I think the FBI and those that are 
involved with the FBI in conducting the Innocent Images type in- 
vestigations have been very aggressive. We've increased the num- 
ber of people that are staffing Innocent Images. In addition, just 
recently, we have franchised the Innocent Images undercover oper- 
ation to our Los Angeles office, and there is a interagency task 
force in Los Angeles called the Southern California Sex Assault 
and Exploitation Felony Enforcement Team, SAFE, and they are 
going to be going online very shortly as soon as they have the 
staff—excuse me, the space and doing very similar things that In- 
nocent Images in Baltimore is doing. In fact  

Mr. McCOLLUM. I just want to clarify something and then you 
can go ahead and complete your response. It says in here that the 
FBI hsis three agents working full-time to handle these 4,000 cases. 
Was that true in April 1997 when the article appesu-ed? 

Mr. WILEY. I don't believe that is true. 
Mr. McCoLLUM. How many agents are working full-time pres- 

ently on the 4,000 cases? 
Mr. WILEY. That's a good point, Mr. Chairman. I—^what we have 

are agents and task force officers working at Innocent Images that 
are doing the undercover work, and then we have individual agents 
and support staff that are in all of our 56 field offices that are con- 
ducting investigations. So, we have hundreds of people conducting 
these investigations throughout the country on a regular basis. 
What goes on in Innocent Images is just the beginning of the inves- 
tigative process. Once that information is sent to the field, then we 
have many, many agents in each of the field divisions that are con- 
ducting the investigations. 

Mr. McCOLLUM. What you're saying is that an individual FBI 
Agent, can handle all kinds of cases—bank robberies or whatever— 
while also handling these cases? So, the number of full-time agents 
is not as important as how much investigation is actually going 
into these cases? Is that what you're saying? 

Mr. WILEY. Mr. Chairman, actually, we do have full-time people 
in the field. This year, the Director mandated that we have two in- 
dividuals, two agents in every field office designated as Crimes 
Against Children Coordinators. We brought those individuals back, 
maybe in September and October for training. We'll continue that 
training throughout this fiscal year, so we have a cadre of people 
that are very familiar with what's going on at Innocent Images and 
to develop their own types of task forces with State and local law 
enforcement. 
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Mr. McCOLLUM. Whatever the case may be, one of the things 
this Committee wants to look into as we move into the next session 
is what Mr. Rehman discussed, as several of you have, and that is 
whether or not we have a need for more resources going into this 
tjqie of investigation. That may require Congress to enact author- 
ization, appropriations, et cetera targeted specifically to this task. 
I know from sitting on this Committee that with all the other 
things the FBI has to deal with, it's very hard to suggest that you 
should move resources from here to there to accomplish this task. 
However, I think the American public really is ill-served if we don't 
put enough resources toward this type of investigation. 

Mr. Hutchinson, you're recognized for 5 minutes. 
Mr. HUTCHINSON. Thank you, Mr. Chairman, and let me just 

continue along the same line with Mr. Wiley. With regard to the 
task forces, having been a United States attorney I understand 
every office has a lot of different task forces, and you might have 
one agent or one assistant U.S. attorney that's assigned to a num- 
ber of different task forces or things that they're working on. On 
the Innocent Images Task Force you have 4,000 individuals identi- 
fied who have engaged at one level or another in child exploitation 
on the Internet. Now, it's my understanding, I think, it's like 87 
of those cases have been prosecuted. Are those categorized and 
prioritized so that—are the 4,000 being worked or did they not 
raise to the level of a prosecutable case? 

Mr. WILEY. What we tried to do, Congressman, is to make a 
prosecutable case, and our investigative case file has names that 
we look at and as soon as we can make a prosecutable case we do 
that. Often, it's immediate, and on other occasions we wait for an- 
other transmission. It depends on the circumstances, but every case 
gets attention. Every allegation gets attention, and we try to make 
every single one of them prosecutable. 

Mr. HUTCHINSON. Well, on the Innocent Images, did you set up 
a criteria where there would have to be 10 solicitations or 10 con- 
tacts with minors before it would be prosecutable as a matter of 
priority? I mean, it might just be impossible for three agents to go 
through 4,000 of them. Was there that type of priority set on these? 

Mr. WILEY. There was not a priority on the numbers, because we 
have to prioritize, because we only have so many agents working. 
That is not the case. We make sure that we can take a case to 
prosecution; that's the whole point of the investigation. So, we will, 
as I said. Congressman, investigate every case and try to make it 
prosecutable. It isn't a resource issue in terms of the FBI, in terms 
of whether we investigate it or not. We're going to do that. 

Mr. HUTCHINSON. I want to address this question to you, Mr. 
Rehman and Mr. Reid. Are the cases you investigate prosecuted 
federally or do any of them go State? 

Mr. WILEY. Some of them go State. It depends on once they get 
investigated as to what the prosecutors think. Some of those can 
go locally, and some of them go federally. 

Mr. REHMAN. That would be my experience also, sir. We—at the 
point we begin an investigation, make a determination of whether 
all the factors would be better in—the case would be better served 
in Federal court or State court, and some of those factors would be 
what the final sentence would be. We have very strong State child 
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pornography laws in Florida. The possession of each piece of child 
pornography is a separate offense by itself, and so when you have 
a pedophile that has anywhere from 500 to 1,000 pieces of child 
pornography, that individual's committed in excess of 500 third de- 
gree felonies in our State. 

Mr. HUTCHINSON. Mr. Reid. 
Mr. REID. I would agree that we have done the same and that 

is that we look for the best possible ch£u-ge, be it at the State level 
or at the Federal level, but one thing I have found, if I may, is that 
if we do choose to go Federal, and there may be another charge 
that we can do locally, we don't do so. There seems to be some type 
of an unwritten rule here that if the locals take the case, that the 
Federal avenues won't and vice versa, and I have found that to be 
a problem where we could be prosecuting on both avenues and we 
are not. 

Mr. HuTCHiNSON. This appears to be a somewhat sophisticated 
area of investigation and prosecution that requires a significant 
amount of training—I think Mr. Rehman touched upon this in his 
written testimony. Being from a nu"al area, I'm concerned that our 
rural law enforcement might not be up to speed on this type of 
crime and the ability to investigate and prosecute. Is that your im- 
pression? Do you believe we need more training, particularly in the 
rural areas? Mr. Wiley? 

Mr. WILEY. Congressman, I think we do need more training, and 
one of the things the National Center for Missing and Exploited 
Children intends to do is to conduct that kind of training, and the 
FBI wants to be a partner in that, £md with additional resources 
we can certainly, as we already are going to have an agent as- 
signed over there, have additional agents to do training at the Na- 
tional Center. 

Mr. HUTCHINSON. For example, in my district in Arkansas, we 
have some very, very good FBI, but they are stretched thin. I don't 
know of £my other agency, and I don't think our County Sheriffs 
are up to speed on this, and I know people are online, amd so I read- 
ly think that there'd be a lot of areas where there could be a gap 
in investigation and, perhaps, even prosecution. Are there any— 
well, my time's up, and I just want to compliment Ms. Ellison and 
Ms. Cleaver. I didn't ask you any questions, but you gave outstand- 
ing and very compelling testimony. As a parent, I appreciate your 
efforts in this and your concern and your testimony. Thank you, 
Mr. Chairman. 

Mr. McCoLLUM. Thank you very much, Mr. Hutchinson. Unfor- 
tunately, we have a vote on, but because your testimony is very im- 
portant to us I just want to wrap up a little bit here with you. Ms. 
Ellison, what personal information does somebody have to secure 
to get an accoimt with an online service provider? 

Ms. ELLISON. For the most part, very little. When you sign on, 
you usually provide your name and a credit card number. Billing, 
then, is done through the credit card group. You have the option 
of filling out a personal profile. This is certainly true on America 
Online and is true on a number of the smaller services as well. 
Lots of people create profiles. There's no way of knowing that the 
information in them is accurate or correct. Often it is, but some- 
times it's £m exaggeration. I think I saw Steve Case, CEO of AOL, 
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once quoted as saying that there were an awful lot of 24-year-old 
starlits online. 

Mr. McCoLLUM. All that information's available to somebody 
else? 

Ms. ELLISON. It is available. The spam mail lists that I men- 
tioned take the names from the member directories of these serv- 
ices and from any public bulletin boards where members have post- 
ed messages that would identify their email address. There are 
even utilities that e-mail database operations can run to record the 
names of people who are moving in and out of chat rooms. 

Mr. McCOLLUM. What's a buddy list? 
Ms. ELLISON. A buddy list is what it's called on America Online; 

you find similar features elsewhere. Let me explain how it works. 
Mr. McCoLLUM. Okay. 
Ms. ELLISON. AS a user, I would fill out a form that lists the 

screen names, the user names or email names—you can call them 
any one of those things—of people who I know and people who I 
would like to know are online when I'm online. The list is stored 
in your computer, and when you are on your particular service, the 
buddy list will pop up and alert you to the presence of the individ- 
uals mentioned in the buddy list. 

Mr. McCoLLUM. How would a pedophile take advantage of that? 
Ms. ELLISON. They could search through a member directory or 

gather names fi"om a chat room and enter the names of individuals 
they suspect to be minors. They could enter, really, anyone's name. 
It needn't be a friend or fsunily member. It can be anyone you've 
identified online. Once the buddy is identified as being online, the 
buddy list usually pops up within a window and gives you the op- 
tion of sending that person a private message. It will also tell you 
where, precisely, they Eire. If they're in a chat room, you then can 
go to that chat room to talk with them. 

Mr. MCCOLLUM. That kind of brings us, Ms. Cleaver, to one of 
the big problems in all of this: how can, or can, individuals who ad- 
vertise sexually explicit materials and services on the Internet dis- 
tinguish between an adult or a child recipient? 

Ms. CLEAVER. Well, it depends on where they're advertising, but 
the issue of, say, a website which is pornographic, being able to de- 
termine the age or whether the person coming to the site is a 
minor or an adult, the industry claims now that it is impossible to 
do that. I find that hard to believe given that with the Internet ca- 
pability, it's virtually impossible to find an3^hing that's impossible 
to accomplish if you have the will to do it. I believe that there's a 
lack of will in a lot of the industry, but, on the other hand, you can 
do some—take some cumbersome steps to find out the—whether 
the person coming to your site is a minor or an adult. There are 
identification services that cost as little as $6 or $7 a year that you 
can sign up with an adult to prove you're an adult, and if you don't 
have one of those adult I.D.s then the website could decide to de- 
cline to let you come in. There are digital signatures now, becoming 
a more fi-equently used option to identify the true identity of some- 
one coming to your site. So, there are questions that can be asked. 
It will delay the ability of the person seeking the site to get in right 
away, and that—some people don't like that, but the question is, 
is there an instantaneous way for a website to be able to determine 
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that? The industry says now, that it's impossible, and I'm skeptical 
about that. 

Mr. McCOLLUM. To your knowledge, is any online service pro- 
vider doing anything today either to do something like you've de- 
scribed or to distinguish the child from the adult? 

Ms. CLEAVER. Well, some commercial pornographic sites who 
want to make money, obviously, chEu-ge credit card entry access, 
and the law generally distinguishes that only adults own credit 
cards even though we know that's not exactly the ciase. However— 
juid that would be a good way for commercial providers to distin- 
guish between adults and minors except for the fact that these 
commercial pomographers often provide many pages of free teaser 
images to try to get people interested and hooked on their stuff, 
and they provide those free images to adults and children alike. So, 
one thing they could be made to do is not provide free images, and 
if they're going to sell pornography, then go ahead and sell it re- 
quiring a credit card. So, some services do do that. When the whole 
Communications Decency Act was going through the courts, many 
more did that, and when it failed, we saw that many free images 
popped right back up there for everyone to see, so there's much 
more ease for commercial providers to address this adult/child 
issue, and the Supreme Court acknowledged that. 

Mr. McCOLLUM. Mr. Wiley, listening to all of this t£ilk about 
America Online today, is America Online or are other service pro- 
viders doing emything to police illeg£d activities that you're aware 
of? 

Mr. WILEY. Yes, sir. I think, Mr. Chairman, that America Online 
is doing some of that policing as I'm told and perhaps the two de- 
tectives here could address that better than I that it is a little more 
difficult now to transmit child pornography on America Online be- 
cause of what they're doing, and I  

Mr. McCoLLUM. Mr. Renman or Mr. Reid, are you familieu- with 
what America Online's doing in particular? Or anyone else in the 
service provider area? 

Mr. REHMAN. America Online, in particulsu-, has begim to police 
their rooms much more than in the past. Previously, there was a 
category of rooms known as private rooms where America Online 
had taken a hands-off approach, saying that those were entirely 
private. Within the last 6 months aft«r realizing that there was 
significant amounts of child exploitation occurring in those private 
rooms, because there were regular rooms set up for the exploitation 
of children, rooms with names like "Preteen" where pedophiles 
knew to go, they've changed their software so those rooms are no 
longer edlowed, and when rooms pop up that appear to be like that, 
they will monitor those rooms to determine whether they jire. 

Mr. McCOLLUM. I want to thank all of you for being here today. 
I wish I could continue this hearing. We've had a lack of some 
members attending, which I think is due entirely to the nature of 
this particular day at the end of the session. However, you pro- 
vided a lot of very valuable information, which just gets us into the 
subject. I assure you we're going to be doing a lot more with it in 
the next Congress. 

Thank you very much for coming. This hearing is adjourned. 
[Whereupon, at 11:42 a.m., the subcommittee adjourned.] 





APPENDIX 

MATERIAL SUBMITTED FOR THE HEARING 

PREPARED STATEMENT OF SHEILA JACKSON LEE, A REPRESENTATIVE IN CONGRESS 
FROM THE STATE OF TEXAS 

Mr. Chairman, I want to thank you for bringing us together in this forum this 
morning to examine this enticed issue. I am pleased to see that so many of my col- 
leagues share my commitment to making the Internet safer for our children. I hope 
this hearing today will bring to h^t the specific ways our children are being stib- 
jected to pornography and pedophilia on the Internet. I would like to welcome our 
distinguished witnesses and look forward to hearing from them about what addi- 
tional enforcement measures Congress can provide to help eradicate this dcmger to 
our nation's young people. 

As those of us who are parents know, most children today have computer knowl- 
edge and famiharity that tar exceeds our own. In excess of 10 miUion cnildren have 
access to the Internet today, and that number is expected to more than double with- 
in the next five years. This presents us with the challenge of encouraging our chil- 
dren to pursue ail avenues to expand their education and horizons, wmle we simul- 
taneously seeking to protect them from those who may seek to corrupt or abuse 
them. 

By now many of us are familiar with the horrible stories of children lured into 
online sexual relationships or, even worse, sexually assaulted by predators they met 
on the Internet. The ubiquitous nature of the Internet means that pedophiles and 
other strangers with online access and the Internet can invade the sanctity of the 
home or school and contact children without the knowledge of their parents or 
teachers. There are currently over 75,000 sex-related web sites on the Internet, and 
countless chat rooms, newsgroups, and e-mail senders which provide inappropriate 
material to our children. 

I am convinced, however, that there is a way to create a safe Internet environ- 
ment in which our children can safely explore the Internet and that will let them 
learn and eqjoy access to the ever increasing numbers of useful websites which come 
on line each day. We, in Congress, must work in conjunction with the men and 
women of law enforcement, as well as those in the Internet industry who are grap- 
pling with this terrible problem, to find a way to make the Internet safe for our 
young people. 

1 commend law enforcement for its commitment to protecting our children as they 
travel the Internet. The Federal Bureau of Investigation, for example, is conducting 
an on-going nation-wide investigation into the use of computer online services and 
the Internet to lure minors into iUicit sexual relationships and to distribute child 
pornography. This investigation, called "Innocent Images, has resulted in dozens of 
arrests fmd many convictions, but it is just a beginning. Much more remains to be 
done. 

I ask the law enforcement personnel here today: What can we do to help you pro- 
tect our children from the proliferation of pornography and violence on the Internet? 
Is it a matter of providing you additional resources to enforce the laws already in 
place? Is it a question of creating new regulations which will supplement those cur- 
rently in efifect? Or do you need access to better technological capabilities and re- 
sources? 

In an effort to answer the last of the needs that I just mentioned, I successfully 
offered an amendment to the Commerce-Justice-State Appropriations bill which 
was before the House a few weeks ago. This amendment directs the Department of 
Justice to enter into a contract with the National Research Council of tne National 
Academy of Sciences to conduct a study of computer-based technologies and other 
approaches that could help to restrict the availability to children of pornographic 
images through electronic media, including the Internet and on-line services. 

(49) 
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My amendment will address the problem of digitized pornographic images which 
have criminal intent through the identification of software or hardware innovations 
which currently may be available. We know that most pornographic material on the 
Internet in the form of words can be blocked by conventional web block software, 
but the bulk of pornographic material is in the form of images which current tech- 
nology may or may not be able to detect with a high enough degree of accuracy to 
aid in the development of enhanced web block software. My amendment would pro- 
vide for the identification of illegal pornographic images with the goal of criminally 
prosecuting the purveyors of such pornographic images to children. 

I, like many of my colleagues on this Subcommittee, strongly support the Internet 
and the introduction of telecomputing technologies into education and commercial 
settings, but, like my colleagues, I am concerned about the mistise or abuse of this 
technology. 

I am interested in hearing from our esteemed witnesses suggestions for how best 
to protect our children on the Internet without limiting the fantastic range of infor- 
mation and experience that so characterizes this medium and without impinging on 
the First Amendment rights of its users. This is most certainly a deUcate balance 
and one that we must navigate with great caution. 

Mr. Chairman, I want to thstnk you again for bringing us here today to engage 
in a dialogue on this subject of such importance to the security and well-being of 
our young people. I commend you for your leadership on this issue and look forward 
to working with you to find an answer to the questions we will hear raised this 
morning. 

Thank you. 
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UN 
How the 
a Major CH 

ishandling 
nvestigation 

For three yean now, the Fedenl Bureau of Inve»< 
tigatioD has been ninnios an undcTcovcr opera- 
tion called "Innocent Images" that targets peo- 

ple who uie computen to irafTic in child pornogra- 
phy—and the results have been oddly reassuring. 
Innocent Images has nabbed over 70 people so far, 
from time to lime generating headlines about the 
arrest of a truly vile perpetrator. But given the explo- 
sive growth in online services and Internet use—some 
put the number of users at 20 to 30 million—the num- 
ber seems very small. And that, in turn, seems to vin- 
dicate those who argue that the problem of online 
smui has been oveistaced. 

Kiddie pom is ooore than iust smut. la very exis- 
tence has been deemed a crime by Congressi its pos- 
session and dissemination are both point-blank illegal. 
It is a crime to distribute it—an act defined by law as 
the exchange of even a single image, regardless of 
whether money is involved—and to own it. A first 
offense can draw a maximum sentence of IS years; a 
second offense, 30. The law allows the justitx system 
to come down with full force on those who find it 
stimulating to look at pictures of children having sex 
with other children, performing sex acts on adults, 
engaged m sex acts with animals, depiaed in scenes of 
bondage and sadomasochism, and the like. The mater- 
ial in question ts so disturbing that even such First 
AxDcndroent stalwarts as ofiicials of the American Civ- 
il Liberties Union routinely call for vigorous prosecu- 
tion of traffickers in kiddie porn. 

At congressional hearings and elsewhere, FBI 
ofiicials proudly recount their efforts to bnng kiddie- 
pom perpetrators to justice through Innocent Images. 
From the stan of Innocent Images in 1994 through 
mid-March of this year, the bureau has had 183 search 
warrants executed that have led to S8 arrests and over 

Tad Lutdberf u edaflfial-ptgr rdiior cfAe Wuhingion Timcv 

70 convictions. 
But that's not the real story of Innocent Images. !o 

tru[h, the FBI has nothing to brag about. Rather, it 
should be hanging its head in shame, because its con- 
duct m the Innocent Images investigation has been 
nothing short of a scandal, a gro«s dcrdictioo of duty 
deserving of congressional hearings and mass firinp. 
For it turns out the FBI has caught a lot more than 70 
kiddie-pom irafficken in its net, and is allowing them 
to slip through. According to congressiooal and other 
sources, FBI personnel have acknowledged that, tn 
hct, the bureau has so far compiled • database of 4,000 
names from Innocent Images. In every one of these 
4,000 cases, the bureau has solid evidence of distribu- 
tion of child pornography online. 

Data firom the U.S. Customs Service offer a oeUing 
contrast. Customs, too, runs undercover kiddie-pom 
investigations involvtog online services and the Inter- 
net because it has authority to investigate the use of 
any foreign-made products for illegal purposes. Since 
October 1, 1996, Customs has maiuged 55 convic- 
tions—more than 75 percent of the FBrs loiai in leas 
than a third of the time. 

What are the nation's top law enforcei«—the FBI 
itself, the Justice Deptrtment in ^O^hingtoo, 

the 94 U.S. ActoriKy's offices throughout the coun- 
tr>'—doing abuui these 4,000 people, each of whom, if 
convicted, would almost certainly face senous prison 
time? Well, nothing much—and on purpose. 

-^ Here's how Innocent Images works, according to 
sources present at a closed-door briefing the FBI g»ve 
congressional staff on Febmary 13. An agent goes 
online via a service provider (America Online especial- 
ly) and seeks oui "chat rooms'* where kiddie pom 
appears to be a i<^ic of discussion. The agent makes 
known an interest in the subiect and asks for others 
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with limikr iiHcnstt m Kod dcctmoic &k< of ioMaei 
to an c-oiail addms the afcoi u \aing «s a <trop boi. 
Tbai u'f iuM a maner of chcckinf the c-ouil lo tee 
wbai comes in and from whom. (FBI pcnooncl did 
encUy tisia at ihc Februaiy biicfinc (howinj con(ie>- 
aionai uiffa couple of new kiddie-pora piciurea that 
had i«u( been teccired at part of Innccenl Imafci ai 
Ibe FBFi electronic mailbox.) Upon rcoeipi of an 
iaafc, which coma with the *uieniame* of the per- 
aoo r^Aim^ it| the FBI presents a subpoena to Amen- 
ca Online leeking the real name and address of the 
sender. *AOL keeps records of credit card oombers, 
lianes and addresses,' according to (be written notes 
of a source who attended the briefins. "The FBI then 
only hat lo issue subpoenas for records.' Thus, s data- 
base is bora. To take ibe matter Euthct, as in the case 
of those actually prosecuted, investigators can use the 
iafonnauoo they have gathered thus iar to seek a 
search wanant When they get it, they can search the 
suspect's home and leixe the computer to conduct a 
forensic examination of lU contents. 

The FBI is cacefiil to stay away from enuapmem— 
and lo avotd falling into the disthbutioa of child 
pornography itsdt In some instances, for example, 
persons with whom the FBI makes coniaci will 
respond to a request for kiddie pom images by saying 
in efiect, shew me yours and then m show you mine. 
The FBI won't do it, and thus won't pursue that indi* 
vidual fiutbcr. The implicatioa, therefate, is d>ai the 
FBrs 4,000-namc database constitutes only the least 
subtle and moat eager segment of the kiddie pora nni- 
nust. those willing to hand orer an image lo a total 
stranger, apparently in the mistaken belief thai the 
online world actually offers genuine anonymity. 

How many more people are suflkiently cautious to 
avoid the FBI by waiting to receive an image from 
another user before they send one? And bow many 
moR atiU have realiied thai AOL and the other online 
service providers are particularly porous to law- 
enforcement authorities with subpoenas? As the FBI 
briefers explained, 'There are many more Intetnet 
providers [but with them,] identifyfing] the predator 
and serving a search warrant bectnnes much more dif- 
ficult. For example, [Company XI, an Internet server, 
gives a user a new identification number for every 
sign-oiL It is therefore impossible to track the system 
for distributors.'' 

The federal praaecutions stemming from Innocent 
Images TO date 'have been of white men around the 
age of 40,' according to the notes. 'Many of the people 
convicted under the investigation arc first time oflcnd- 
ers.... 98% of those individuals pled guilty. There 
have been two suicides. These people have been 

lawyers, police oSiccn, prinripals Genera]!]^ ihqr aR 
well educated and employed.' 

In addition, those selected for prosecution would 
seem to be only the most egregious and conspicuous of 
kiddie-pom offenders. The bureau's investigation 
'latgcn forwarders and cedisttibaton of child pornog- 
raphy" 

This, of course, begs (he question: What about the 
rest? The real starting point in trying to figure out 
how many kiddie-pom aficionados are out (here and 
doing wraething about them ought to be the 4,000- 
name database—and even that is only a bcgioaing. 
Unfonunatdy, the FBI. for whatever reasons, seems to 
have decided to take the 4,000 names and cull for (he 
most biataot esses (the ones osiesl to make, perhaps?) 
instead of using the 4/)00 names as a point of depar- 
ture for an investigation that could potentially net 
many more aSenders. 

This is no accident. Sources describe the FBI pro- 
tocols governing Innocent Images cases as designed 
apparendy with very di9nen( goals in mind Ttjcjaii 
(i*l pro(ocols called foe evidence of 10 separate 
insttnces of distribution by a pamcular individual 
before the FBI wouTd seek to prosecu(e."5ouroes say 
(he number is now three—chough, by law, one is 
enough. It may be (hat invesugators arc looking for 
'jury appeal'—evidence that will hit )Uron over the 
bead like a two-by-four. But, as i( happens, inos( of 
(hesc cases end in plea bargains, anyway. Another 
problem area is that some U.S. Attorneys are (note 
receptive toward cases of (his kind than others; soar 
are overly cautious, whether as a letuli of (he diaagm- 
ableness of the evidence in these cases, un&miliarity 
with (he law, or for other leaaont. 

The most startling Csct of all oay be (his: To han- 
dle these 4,000 po(en(ial cases, (he FBI has ... (hnc 
agen(s working liiU-time. Until recently; (here was 
only one. The bureau has 81 people working in can- 
greatioDal relations and pubUc aSiiis. 

The agents themselves deserve praise, obviously 
for generating enough material to build 4,000 separate 
cases against perpetrators most of whom were hitherto 
unknown to law enforcement. But Ibe FBI and the 
Jus(ice Departmen( and the Clinton administration 
seem utterly uninterested in doing anything aboui it. 

What (hey mainly seem in(erested in doing now; 
however, is denying the massive scope of the evidence 
(hey have anussed and are sitting on—in an effort (o 
avoid embaiTassmen( over (he inaction. Oarles Graia- 
ley, Iowa Republican and chairmsn of a Senaie Judi- 
ciar>' subcommidee. sent a letter March 27 (o FBI 
director Louis Freeh asking specifically fix '(he pte- 
cisc number of atmcs in (his databne; bow those 
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OAiBCS came to be ioduded in tbc daubase; why ibc 
names included in ihc duabase are not being ftinber 
investigated; {and] any 'threshold' requirements to 
bunch an invesiigalion for sending computerized 
child pomogt^hy** Gnssley was asking Freeh to pro- 
ride, in writing, what FBI briefers had already told 
congrcssioDal staiL One can only imagine tbc scram- 
ble within the f^I and the ofiicc of the deputy attor- 
ney general, to whom the FBI director repons, as 
Gnssley's April 3 deadline for reply came and went 
Freeh finally replied late the next day His letter* 
replete with FBI procedural boilerplate, pointedly 
answered none ofGrassley's questions. 

It's time to get back to basics. liafiicking in kiddie 
poni is a serious crime. Nor is this a maner for some 
Dcat distinction between "mere* images and the act of 
child roolesucion. What we arc talking about is pho- 
tographs of real acts of molestation. They have been 
recorded on film for use by those whose demand for 
this miterial can only lead to more instances of 
molestation in the effort to meet that demand. And 
law-enforcement authorities know of at least 4,000 peo- 
ple willing to distribute these images for the asking 

Notwithstanding certain fringe views on the sutK 
iccf, moat Americans react to child pomognphy with 
visceral repulsion. And with fear—for their own chil- 
dren and grandchildren, for the children of their 
friends and loved ones, and even on behalf of tbc 
anonymous children OD whom unspeakable horTX>n 
are being infliaed for the purpose of feeding tbc 
appetite out there for material of this, the worst* son. 

Four thousand names. Is the real problem with 
this database, then, its very success? Is it iust too maiQr 
people? Too many to assimilate, internalize, deal with, 
process, let aloiK aa upon? Are people running smack 
into this mountain of data and saying, *X!)h, so man^v 
we had belter concentrate OD the realty bad ones," 
when, in fact, they are aU really bad ones? Are we now 
going to define deviancy down, in Scti. Daniel Patrick 
Moynihan's famous phrase, to allow trafGckiog in 
child pomogr^hy so long as it is not done to excess? 

Or is somdxxly gtnng to do something about the 
4j000? It's hard to imagine bow the reaction from ordi- 
nary Americans to such an initiative would be any- 
thing other than a resounding cheer. Indeed, given 
what we know about ofienders of thb kind, it's hard to 

b«Aiac«wfcr«d«r.. 
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imagtiK you irouldii'i hive more thin 3,000 guU(y 
plat wiihin 24 honn of the 4,000 uroo. And ibc 
{oopmuon that would casue froca the plea baisaiacn 
muld pcobabty yidd i liat of Mme thouiand* ofhiih- 
eno unkiwvn ochcn with timilar •ppeiito. This is 
Doi tynbolic; oo the cootniy, it mrald be devasiaiing 
to the Hide u chiU poniegtaphy 

lb be sure, resources are tifbi. But that's an excuse. 
Mainly what we have is a lack of resolve at the highest 
levelt of law enforccmest. People who, when they 
open the |iie lo the devil's playground and see thai his 
name u Legion—that he has 4,000 demons, not a more 
manageable 400 or 40 or 4—close the gate quickly and 
walk away before aomeone aees them. a 

OSLO IS DEAD 
The Peace Process Is Over—Time to Save the Peace 

By Charles Krauthammer 

YDuog Pakstinians throwing stones at Israeli sol- 
dicfv Israelis responding with lear pa and nib- 
ber bullets. FiretxMnbs thrown at Israeli vebi- 

del. Icnoiist bomb* going off in Td Aviv. 
Aa (hoe sccnca of murder and mayhem are end- 

ksaly replayed, we are told in solemn voiccovcr ihit 
the Middle East is back m (be days of the ioiilada. Not 
quite. There b one large difference, hardly isoticcd and 
baldly meniiooed. Tbeae Meatinians throwing stones 
and hurling firebombs are not living under txcupa- 
tioa. The tingle moat misunderstood bc( about (be 
Middle East today is that of the 2^00,000 Palesiioiaiu 
living in Gaza and the VAst Bank, 2,230,000 Uve under 
(he rale of Yasser Anhi and the Palestinian Authority. 
Of the Palestinians who were fonncriy under Israeli 
nilc, 9S percent now live under Palestinian rule. 

Ten yean ago, the world experienced an outpour- 
ing of sympathy and support for theae stone-throwing 
ytMiths because they were living under occupation. 
Well, they no longer are. They have fong ago had their 
irild ceremonies celebrating their liberation from 
Israeli occupation. Nooeiheless, the Western sympa- 
thy they enioyed seems not to have abated 

Why exactly are these young men throwing stones 
and fifcbombt? Answer: Because (hey are unhappy 
ih(h wha( is happening musult their liberated loncs. 
Specifically, they are protesting Israel's building Jew- 
ish housing in East Jerusalem. They are also protest- 
ing Israel's latest territorial conceasioo. The Jewish 

CMOibtUu^ fdilcr (Jtaria Krmtfhimmn fcci MVN Ar PtdiBfr 
Pnajorku wrrkiy anwyycr fphntai. 

state gave them only 9 percent of the rebiivdy empty 
land remaining in the ^fot Bank taiber than the )0 
percent Yasser Arafat says he is entitled to 

Thus (he violetice you tee on your TV screen is not 
the work of an uniustly occupied people wanting to be 
free. It is the work of an already freed people trying to 
storm demarcation lines soletnnly established by their 
own leadership to separaie their territory fitDra Israel's. 
Their aim is to attack Israeli soldiert and dvUiant on 
the Itndi tide of the line as a way of protesting Israeli 
policies elsewhere. Were the Israeli toldien not lo fire 
hack with tear gas and rubber bullett, these mobs 
would ovemm the Isradi areas—in Hebron, for exam- 
ple—and no doubt kill and expd (heir Jewish inhabi- 
ttaa. 

These are not Gandhi's Induns rising up against 
the Raj The bener analogy b Mexicans storming the 
border crossings at Tijuana, attacking American police 
and civilians srith stooo and fiiebotDbt lo protest US. 
government actions in, say, Los Angdea. 

It is imponani to undeniand that Palestinian vio- 
lence is coining from a sctf-gtweming people. Other- 
wise, one cannot understand what the curreni mrmoil 
it all about. Ten years ago, there was a great debate 
among Itradit whether or not lo hold on, brave the 
intibda, and rule the Palestinians. There was a great 
debate whether or not to annex (he land the Palestini- 
ans lived on and create a Gresier Israel. There was a 
great debate whether or not to grant the Palestiniaot 
the essentials of sovereignty over the places they 
inhabit. 

Thoac debates are over. The Left woo. Greater 
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Raw pom skulks 
just a click away 
75,000 sex sites put out e-mail feelers 
By Tom Herneri 

Tinuxhy Muth and hij chil- 
dren weren't on one o( the 
information superhigh- 
way's sleazy side streeti 

when the ekctrooic equivalent of 
tf trench-coated pornoarapher 
reached into their OelafSeld. Wis., 
home. 

Three unaohcited a-isail mca- 
sages offering such aUuremenu aa 
"wit tex" or "the hottest guia on 
the [ntemet" showed up on tlie 
ftoiily conipuler account in a r^ 
cent two-day period. 

What^ more, the meaaagea con- 
tained direct Unks in sax-oriented 
sites CUck on one of the high- 
nghted wonls with a ttMuae and a 
cJiild or an adult could be trana- 
ported to a taonie page or other 
page with aye-popping imagea. 

It bodwrtd me because my 
Idda uaa that account to aeod e- 
mail back and forth to their 
Menda." aaid Mr Muth, who de- 
Utadtha mass ages beterehia three 

-children, all under the aae of 13. 
were ejtposed to them. *My kids 
could have very aeally clicked osi 
•his. and suddenly they're at a Web 
aile jfar live Intarnel sex." 

Mt Muth. a Milwaukae lawyer 
whoac pnctlce includes Internet 
law has contended that the U& 
government should encourage 
tachnolocy that allows parental 
cooml over sexually expUcit ma- 
terial on the Internet wtohout try- 
ing ID regulate it directly across 
inlsnatlooal bordera. 

Bui Oila waa the ftnt tfane he 
bad encbuBtcnd sex-oriented 
junke-BWIL 

What a child could see by 
irlkkhig on an e-mail meeaage is 
difRcuIt tn say with certsunty, 
pardy because there are an cah- 
mated 72X00 poraograptaic Worid 
Wide WW) sites on the Internet Of • 
ten a sample is oHered before com- 
mercial sites require downloadinf 
of aoRware and/or payment with a 
oedii card number 

"Some of the stuff you click on 
depicts oral sex up dose, and once 
you've aeen it, the damage is done," 
said Michael Bredshsm chief cx- 
ecuUve ofScer of Log-On Data 
Corp., whose X-STop screening 
software blocks KCeis to sex- 
oriented sites and can refer sus- 
pect e-mail messages tot parental 

Shyla Wtkh. a spokeswoman 
for Enough Is Enough, an aati- 
uuinograpby group baaed in ftir- 
ikx, W., agnca. "These people an 
not doing any screaninp aa to 

aHicr ttla to an apinapriaa cus- 

tomer or not. They are simply go- 
ing to as many people as they can, 
hoping to draw in customers ' 

Some messages are specialized 
or ambiguous enough that a chUd 
might not know what to expect 
ftom the site. Miss Wdch said. Aixl 
even though many sites precede 
their cootem with a warning that 
tt^ intended only Ibr people over 
18, "a 14*yeaiMild with ra^ng hor- 
mones is going to click," she added. 

Chck on one e-mail message 
and there is an iuu eduction that 
shouts. -FXEE SEX SHOW LIVE 
FROM MOSCOW! NO CREDrT 
CARD NEEDED'I'V There are 
color ads with small photos of 
bare-breasted women and a 
grainy, tfaree-accood video of a na- 
ked womaa 

Rr more, viewers muat dial a 
number in the farmer Soviet re- 
public of Georaia and download 
pbolD flies or software that enables 
them to see and send requeatt to 
Uvs male and female "perfctm- 
ers." 

Another aite' uses Identical 
graphica'and incfudes a bat o^acot- 
ual posea and acts in its library of 
"way over 300JXI0 nasty hard-care 
erotic oomputtr imaaaa." 

Rap. Tbm Barrett, Wiacooata 
Democrat, was contacted eeiUar 
this year by the temily of a 14-yaar- 
old Wkowatoaa, Wis., boy who 
racked up an 11,800 loog-dManoa 
telephone bill from AT&T by 
downloading software fknm an 
overseas sax site. 

Silr. Bariea is c»apanaoriiig a 
bill Intreduced by Rap. Zoe Lof- 
greo, CaUtenia DanucrM, that 
would require Internee servlca 
prtnridcn who dont abeedy do so 
tooOtr parenia optional software 
tor blocUng sexsally ciplkit sues. 

Ragulahng ovenaas Web aiiaa 
is likely 10 be difficult. A maior 
questloo Ibr now is whether par- 
ents who are uxjcejoed about 
their children^ potential expoaure 
to sexually axpUdt material can 
rely on screening and blocking 
aoltware. Many pngrams that Sl- 
ier Ibr key wonls slso can block 
inoffensive sites that deal with uip. 
ics such as health and medidae. 

New sex sites are added da^ 
so pragrama that block spedik; 
sites need m be updated fre- 
quently And even estaotished sites 
often send e-mail messsges 
through third-party distrtbutore 
that cloak their ori^na. 

"There isnt a suftwaie I kisow 
of that is 100 percent 
Miss Welch sidd- "Wt're 
pereots you oaed to Icaep the c 
puter in a public area of the bouse, 
and jou naad D nooHDr It* 
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Internet User Gets 2 Years 
For Having Sex Wh Girl 
Parents of Another Alleged Target Decry Term 

Bf Brooke A. MsMCTS 

h aiut proscculon aOed one ol 
•he BUM tihcm aan bnmffat bf u 
FBI isdc iircc ttrteHmt pwfayhi>t 
who use the lalcnKl. s BodnOe com- 
puter cotunkist who coolscted more 
thn 100 jamg lirli oafae sod bsd 
sa with • IVforoU «st seaieaced 
ycstETOi^ to bio ^m in pnsoo. 

The psreats of ooe «(DouU M. 
Lrtle'i kBcgnl ts>it(s—s 12-it*T- 
M Fsbisz gM whoa Lyde hul 
sim(*d to meet M s EbnuT—sski 
diey wen outnted thai Lytle didst 
fel mon prison ttroe. But U.S. Dis- 
trict Jiidte Claude M. HilUB istd it 
ms the raidinaai he ceald legaDjr 
irapoM under MenI aeoleodnt 
guidciaes. LyUe, M. had so prior 
reconi bcuf« he pleaded guilty in 
July to tm coasts o( crossing stale 
Baes to engsge in sex •ilh a minor. 

Assistant U.S. Aitoraey Robert A. 

Spencer had asked HlHon to make a 
rare upward departure kwn the 
guideBnes because Lytle, unlike 
most people caught by the Innoeeat 
iDiagvs tsak font. actusQy hsd sea 
with s minor, snd he admitted that he 
made sexual advances to his step- 
daughter and a teenage babysitter 
nesiiy20y«na(o. 

Lyile's sttorney, Jonathan Sha- 
piro, urged HiKon to go easy on the 
fletf«mpIoyed coouiltant because he 
is receiving psychiatric treatment 
and did not have senisl contact with 
miaon tor neariy 20 years betweii 
the iacideat with his atepdsughter 
sod his oaSae sctlvity. 

Hilton rejected deienie pleu isr 
lenieacy and ruled be didn't have the 
legal grounds to give Lytle more 
than 24 months in prison, although 
be also imposed three year* of proba- 
tion and a $4,000 tne. 

They <fid not give him enough of 
See SENTENCE, BS, CM. 4 

Internet User Gets 2 Years for Having Sex ^th Giri 
SBflCNCE, RrsaBl 

ssid the iKfccr of the 
12-yesroU Fairfn giri whom prose- 
cutors said Lytle sfraaged to meet 
lor sex la die Bute pubfic library 
Hie ikfs molfaer, who was hi the 
Ihrvy hr aaotber mccliag, preveai- 
•li the liiison whea she saw her 
dtghtrr wilh s much oMer maa. 
afTwrdlng is court docusients Sled 
laAlaaMlria. 

1 doal kaow if these trtateeats 
nalgr work. After 20 yesrs of not 
ddat ii. IK Mvled tgiiB,'the moth- 
er Slid. 1t^ too bad he's goiag to be 
ootMrlyaooB.* 

After the Fairfn pvenis aoliftfd 

aiitbortlies about thdr daughter's 
cootKt with Lytle, the mutti-larisdk- 
dooal task force launched sa online 
sliag. The work at the Issk force, aa 
outgrowth of the imcstigalion of the 
1993 dbsnpesraace of George *Ju- 
nior'BordyasU, a lOresrold Prince 
Gcorfc's County boy. hss led to the 
owfictioa of 1S3 people, but la most 
cases the contact with chiklrea oc- 
curred entirely oaline 

Arita(toa Detecthe Psul Reid sad 
FBI Special Agent John Mesiaca tia 
the ImMJtttion of Lytle. In which 
hneadgstms pMended to be a IS- 
jnar-oU sad arnaged to meet Lyde 
m an Aitagtoa park fai February, 
aceonBng to court docameala. 

Lytle was srrested. and farther 
iavestignioa determined dial he bad 
contacted more duo 100 giils 
ttirough computer chat rooms, trav- 
eled to New Jersey tod Atlanta to 
meet youngsters, aad bad sex widi a 
14-yearold Ccstgis girl, court doca- 
mentssaid. 

"We're getljac more aad niore^ 
diese traseler cases where die giqn 
want ID meet die girt-Reid said. 1h 
need to ebaafs die Maiate, People 
tetdBf charged wUi ponesaiac 
chiU pomographr an g^dnf n^ 
Iprisoal doe than diese people.* -. 

Under Lyde's plea bargsln. he M 
could he prosecoled ler atttata^ 
tape ia GeoTfi^ praaecatan siidL' 
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1ST STOKY Of Laval I  prlBCad in roLL (ozMt. 

Copyright 1>»1 Tba Hav York Tiaaa Coa^any 
n>a Maw York Tlaaa 

oetobar 12. ltS7, Sunday, Lata tdlcion - Plaal 

sacTiai: Sactlon 14LI; Paga 1: Coltan 4i Long laland Naakly Daak 

LBMOTH; 1472 Morda 

HBKDLDn: A Look at rarlla Tha mtarnat roaaa ee Chlldraa 

VYLXMB:  By MWt  RATKIS 

BODY: 
HKBM Carol •lllaen. a aanior adltor at Beaa PC Magaxina in Maahaaaat, antarad 

a ooaputar chat rooa and poaad aa a 14-yaar-old, aha racaivad Mhat aba callad 'a 
fair ntaabar o( intaraacing ovarturaa.* 

•It waa a bit of an aya opanar, • Ma. •lliaen aaid. 'Paopla iiara aaking ay 
•aaauraaanta and that aort of thing. And I ma only on for four houra.* 

Hhat occura aaong atrangara in chat roooa and what childran can find on vtiat 
aoiaa paopla have aaid ara 10,000 pornographic aitaa oo the World Hide Nab are 
eoocama on Long laland. Tha raglan'a high faaily incoaaa and education lavala, 
eouplad with an aavhaaia in aeboola oo eo^utar literacy, aaaurea tha praaenea 
of tana of thoiiaanda of powerful boae coavutara. 

In aany eaaea, axperta eay, children in thoaa hoaaa are eore adept and 
fraqiuant coa^Mtar oaara. than tbalr paranta. " 

Loog laland autboritiaa and co^utar axperta aaid there eaa an urgent need 
for parenta to catch up and regain control. Ttsey have rai iiiweiiilail frank 
diacuaaiooa, guidalinea, filtering prograaa and training to ahow paranta bo« to 
trace children'a atepa in cybarapaca. 

Laat Booth a eoovictad pedophile. Stephen P. Siaaooa of Bolbrook, waa 
arreatad after having been accuaed of luring a 14-y«ar-eld froo Maw Jaraay into 
aaxual ancountera after exchangee with tha boy in a chat rooa on Aaarlea Onlina 
that focuaed on boaoaaxuala. 

Tba caaa waa publicliad vtien tba boy, now 15, waa arraated in tba caaa of an 
il-yaaz-old neighbor who waa aaxually aaaaultad and atrangled to death aa be «na 
aalllng candy door to door for a P.T.A. fund^raiaing drive in Jackaoo. 

Dlatrict Xttoraay Jaaaa N. cattaraon Jr. of Suffolk County than aanovnead 
plena for a panel to increaae parental awareneaa of childraa'a uae of cooputera 
and the Intaraat. Kr. Cattaraeo aaid tba Intaiaet waa 'a wonderful repoaitory of 
InforwatloD, * but that it waa aleo 'a city with no cope, and no traffic aignale 
or control B . * 

Advoeatea of free apeech and other civil llbartariana have vigoroualy eppoaad 
govarrmit actleoa to regulate the Intaraat. In June the Ubltad Statae Supraiie 
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Court d«clar*d unconatitutlonal • It** Pad«r«l law that aada It a crlaa to poat 
Indacant aatarlal eo liaa that could raaeh ehlldran. 

•X taak (ore* la a graat Idaa, particularly if It goaa toward nor* public 
•ducatlcn of paraata,* aald Ann Baaaon, a lawyer (or tha Aoiarican Civil 
Libartiaa Unioo In Haw York City, 'lut what la not naaded la new lawa. Thcra ara 
lava on eha booka in all SO atataa and Fadaral law that aakaa it a criminal 
offanae to lure an adoleacent. It ia juat not accurate to aay there are no copa 
on tha Internet• Law antorceaant ia very buay patrolling. Ttiey are preaent in a 
lot of chat rooaa.* 

Laat month State Attorney Oeneral Dannla C. Vaeco aiuwunced that hla office 
had identified more than l.SOO traffickera in illegal pornography on coopucera 
worldwide. Hla 11-month faderal-atate inveatlgation raaulced in 34 arreata in 
•aw York, aa well aa additional acorea in other atatea and eountrlea, Nr. 
Vaeco'a office eaid. 

TIM IS-yaar-old auapect in Hew Jeraey, Sam Hanxia, had been eaaiating tha 
police in Suffolk and Honmouth Countiea in inveatigating Mr. Siomona. but three 
daya before the attack Mr. Manzie emashed tracking equipment that the 
authoritlea had Inatalled on hie home coainiter. 

Beeauae Mr. Simmooa'a previoua arreete for aaxual mlaeonduet involving 
children predated the Hew York veraion of the ao-called Kcgan'a law, noighbora 
in tbe neighborhood where he had lived for yeara with another gay man were 
unaware of hla peat- Sooia neighbora aald Hr. Sinnooa had done nothing to raiae 
•uaplciona in a neighborhood with young children. 

Some neighbora aald thay were not aware that Mr. Simmona took the boy home in 
Auguat 1S9C for aax. 

Authoritlea aald pedophllaa relied on chat rooma and new^^'^roupa to atalk 
children, aomatimea initially poaing aa children themaelvea. 'They go into the 
public chat roona to aalect a target, and when they fiad e likely proepect they 
will invite hla into a private chat room,' aald Oateetive Sgt. Kobert J. Baack, 
who haada computer crime inveatigationa for the police in Suffolk. 

In private chat rooma, where outaidere are excluded, a pedophile atrikea up a 
ay^pathatlc relatlonahlp, often eliciting peraonal information and lending a 
•yevathatlc ear. 'It la a procaaa of aeduction, * aald Kenneth Hoodan of Child 
Luraa Ltd. of Shelbuna, Vt. 

Nr. Hoodan, an expert on preventing the aexual aaaaulfc and abduction of 
children, aald pedephllea uaad the eame teehniquee en-line that they would to 
lure a child from a playground. 

*Pradatora hava told aa when thay go to a playground thay can apot their prey 
300 yarda away,* ha added. 'Thay look tor a loner. On the Internet they look for 
a child alone. • 

Mr. Hoodan aald predatora often revealed themaelvea by Inquiring bow children 
ware getting along with their parenta or how their paraata were getting along 
with each other. 

•tkta la tha oxowbar quaatloa,* Nr. Hoodan aald. •Padophllaa know that 
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te«n-a9«r* u>d parents hava nomal conflict and dltfleultlaa and that tha kid Is 
pulling away. That la why It la crucial for chlldran to undarataod thay ahould 
navar talk about how tba faaily la gattlng along to a atrangar on ttaa 
Intamat.- 

'Paranta hava to baooaa aora aopblstlcatad,* Datactlva Sargaant Raaek aald. 
'Any tlaa thara la an opportunity for a pradator to targat an Individual you 
naad to taka aoao pracautlona. Peopla who go on tha latamat naad to kaap thalr 
guard up. Tha paopla thay ara convaralng with aay not ba tha paopla thay portray 
thaaaalvas to ba. • 

Tba praaldant of tha I<oag laland ehaptar of Mabgrrla, Mlaon Barka of Graat 
Hack, aald aha advlaad ataylng away froai chat room. •! Call paopla, 'Plaaaa 
don't go to tha chat rooav,' * Ha. Sarka aald. 'You gat tha noat unballavabla 
•aaaagaa In thara. Paopla approach you all tha tlaa aa it thay know you, and 
thay ara eeovlata atrangara.* 

Mabgrrla, aa listamatlonal group that halpa taach woaan to uaa tha 
Intaraat. la aax>ng aavaral groupa and buslnaaaaa that aay thay hava training and 
aoftwara to enabla paranta to protact thalr children, and even thenaelvea, froai 
tha worat of the Internet. 

The group, which uaea a double *r" bacauaa a ooaputer aaarch ualng an "1* 
acceaaed a pornographic alte, off era low-coat claaaea. 

Ma. Barke aald one eaally laemed aethod let paranta view altea that thalr 
chlldran had vlalted. Browsera, tha program that aeceee and read Web pagaa, 
kept the reeorda of altea aecasaed, aha aald. 

•Me will taach you, even If you don't know a thing about tha IntMaat.' aald 
Dolly aialaaB of Vallayatraaa, a •aaberof-Mabgrzla and the owner of a public 
ralatlona coa^any. 

Ha. Klelaan aald that Tntaraat usera could learn how to acceaa ao-called 
reawllera, a technique uaad to hide tba aourcea of aeaaagea and that could help 
than prevent being Inundated by junk e-aall. Such spaa aall Involves naaa 
peatlnga to offer produeta, and. In aoaia caaea, poniography. 

Ma. •lliaea of Bom PC, publlahad by oa Media, aald bar apaai mil regularly 
had of fare of pornographic aaterlal. 't find It terribly offenalve,* ahe aald. 
•There will ba '100' nuabera for hot talk and of fare to vlalt auch and such a 
aite for nude photoa. Tha paopla who send thia out have no idea who I aa or how 
old I aa. I'a juat an a-aall addraas.* 

Ma. ^111 gg>- who poaed aa a l4-yaar-old in coonection with an appearance on 
'Oprah, ' said she had heard alaraing accounta froa ehlldzan in a teating 
laboratory that her aagatlne bad organiiad, recalling: 'Xll of tha klda said 
thay had soaa ajiperlencea on line that ware queatlooable. In the vaat aajorlty 
of caaas it was that thay received e-aail with llnka to pornographic sltea.* 

Software aumufacturara on long Island aay they ara paying Incraaalng 
attention to auch probleas. n» aaaks sgo Ishara Techoologles of Oo^uck bald a 
aealnar, 'Stoiaplng Out Cyfaar-Saut,* en 'safety, aecurity and wboleeoaeneee on 
tha awptt.' 
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M*»eem Olobal trnfi—t Sarvie** of ranilngdal* offaca achoela a liat of 
lattKltt altaa thac aducatora hava approvad. Tha liat dalataa pomo9raphic aod 
•lallar altaa, but lata officlala ovarrlda tlia ajcclualona. 

Tba oo^^an/ praaidanc, Vatar Clraaola, aaid Baaeoa aaa davaloplng aarvicaa to 
aaka it aaalar to block natarlal without inatalliog filtara. Such progxaaa, Mr. 
Clraaola addad, could ba avaatually otfarad by latayaat aarvica providara. 

•oftMara that bloeka objacticBabla aatarlal la alraady availabla. 
••rvlea providara, lacludlng Maarlea Onllna, ofCar llaltad bloeklag aarvicaa. 

Sotta axparta aay aany paraata hava nalthar tha ti«a nor tha akilla to Inatall 
flltars. Svan lAan auch prngraaa ara Inatallad, thay aaid, aklllad children aay 
fiad a nay to dlaabla it. Hr. clraaola aaid, *You hava to giva tha paranta tha 
toola, but you don't aaka tha daelaioBa tor tha*.* 

UlftD-DKni Oetobar 12, 1»7 




